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, a cleverly designed,

Motorised Hook Lock to simplify electric
locking of sliding doors. Available now from Loktronic.
HL1260
• Up to 650 kg holding strength for the toughest jobs
• Motor driven hook captures roller on strike plate
• Recessed or surface mounting for easy fitting to
most door types
• Fail Safe/Fail Secure field changeable for simplicity
• Accepts 12-30 VDC
• Door Position Switch
• Hook Position Switch
• Tested to 400,000 cycles for durability
• 5 year warranty for peace of mind

Also from FSH, the expertly designed

VE Lock

sets

new standards of reliability.
VE1260
• 1,000 kg holding strength… ideal where high security
is needed
• Release with up to 35 kg pre-load makes for easy unlocking
• Field changeable between Fail Safe and Fail Secure
• Accepts 12-30 VDC
• Door and Lock status monitoring for total status reporting
• Radiused and square edged models suit new installs
and upgrades
• Can be installed horizontally, vertically and into surface
mounted housings
• Pre-taped housings make for simple installation onto
frameless glass
• Special wide V strike plate allows for up 12 mm door offset

Loktronic Limited Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
mail@loktronic.co.nz www.loktronic.co.nz
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These fine products from world leaders in electric locking design, FSH, are
proudly stocked and supported by NZ’s leading authorized distributor,

Seeing everything

Super wide
Super far
UNV compact motorized eyeball camera
Strength: Image Quality
Patented ISP technology
Originality: Hardware Design
All metal body, IP67
Smart IR
Ultra 265: reduce up to 95% bandwidth
Smart functions: face/intrusion/crossing line/audio
exception/defocus/scene change detection
Considerable: Easy to Use
Built-in microphone
128GB SD card
3-Axis
More than

IPC3632/4ER3-DPZ28

10 years’ experience in IP video surveillance

7th largest video surveillance manufacturer worldwide, Top 3 in China (IHS Research)

CRK Ltd
3 Hotunui Drive,
Mt Wellington, Auckland

09 276 3271
sales@crknz.co.nz
www.crknz.co.nz

CONTENTS

ISSN Print 1175-2149
ISSN Online 2537-8937

8
18

28

38

year
10
guarantee
ENJOY
a

*

on Loktronic Indoor
Electromagnetic Locks!

Industry Associations

www.security.org.nz
www. asis.org.nz

www.masterlocksmiths.com.au

www.nzipi.org.nz

www.security-institute.org.nz

0800 367 565

20851

4

*Standard terms & conditions of sale apply.

From the Editor .............................................................................................................................................................................6
Retail sector workers at high risk of facing robbery .........................................................................................................8
State of the industry with Andrew Thorburn ................................................................................................................... 10
TraceMe by KCS .......................................................................................................................................................................... 13
How Deep Learning Benefits the Security Industry ....................................................................................................... 14
Australian businesses act to protect people in crowded places ................................................................................ 18
They do things bigger in Texas: ASIS Dallas 2017 ........................................................................................................... 22
Quieter latch retraction helping hospital patients with reduced noise .................................................................. 23
CR Kennedy wins Uniview International Distributor of the year ............................................................................... 24
Security and the city—Dahua introduces new AI products ........................................................................................ 26
Police shy on body-worn cameras in spite of evidence ................................................................................................ 28
Do body-worn cameras discourage undesirable behaviour? ..................................................................................... 32
Health and safety driving take-up of body-worn cameras .......................................................................................... 34
Covert CCTV and the Private Investigators’ Code of Conduct .................................................................................... 36
Guarding in a post-compliant society ................................................................................................................................ 38
Weaponised acid attacks in London ................................................................................................................................... 40
New Zealand Institute of Professional Investigators Update ...................................................................................... 42
NZSA launches new branding and website ...................................................................................................................... 43
Showcase ..................................................................................................................................................................................... 44
Security Institute of New Zealand reaches membership milestone ......................................................................... 46

www.loktronic.co.nz

NZSM

www.skills.org.nz

December 2017/January 2018

THE ALL-NEW TXF-125E
BATTERY OPERATED QUAD BEAM
Introducing the eagerly anticipated TXF-125E; a high performance
Quad Beam sensor designed for battery operation - perfectly
suited for rapid deployment in creating temporary or permanent
secure perimeter intruder systems.
With 4 selectable frequencies, multiple beam sets can be used
without crosstalk, whilst adjustable detection distance allows a single
beam set to be re-deployed in a variety of installations throughout its
operational life. Two 3.6V (17Ah) batteries power each unit for up to 5
years of service, and integrated wireless transmitter battery sharing
provides a customisable low-battery warning notification output.

NEW!

ACTIVE IR BEAMS
The ultimate in trouble free perimeter
detection for distances up to 200m
outdoor / 400m indoor.

HIGH-MOUNT PIR
Triple mirror optics
for maximum detection
performance at 2 to 6m.

BEAM TOWERS
Rugged floor and wall
mounted enclosures
in 1/1.5/2/3m heights.

INDOOR PIR
Spot, 360°, wide angle,
and curtain detection
from 2 to 4.9m height.

Unit 1, 44 Greenpark Road, Penrose, Auckland
Phone: 09 580 1576 Email: sales@nfs.co.nz
www.nfs.co.nz

OUTDOOR PIR
Hard-wired or battery
operated outdoor PIR
up to 180° x 12m.

From the Editor
Welcome to the December 2017 / January 2018 issue of NZ Security Magazine. With
this final issue for the year, I’m of the firm opinion that we’ve definitely saved the
best for last!
In this issue, we feature a number of articles on body-worn cameras (BWCs).
This technology has been widely adopted by law enforcement and compliance
authorities internationally, and in New Zealand staﬀ safety concerns have driven its
take-up by local councils. Although they remain largely absent from policing and
manned security services in this country, the weight of evidence supporting their
use is mounting.
Apart from their evidentiary value, one of the key arguments for BWCs is that
they can de-escalate potentially volatile interactions that might otherwise see the
wearer becoming the target of verbal and physical abuse (think parking oﬃcer
versus angry driver). With acts of violence unleashed by members of the public on
frontline enforcement and security oﬃcers becoming commonplace, it begs the
question: is society becoming less cooperative, less compliant, more feral?
It’s a question that Lincoln Potter PSP explores in his article “Guarding in a postcompliant society”. Stuck between a public that seems less interested than ever in
doing the right thing and a legal system that provides little enforcement legitimacy,
Lincoln puts forward the argument that frontline security oﬃcers are being faced
with an increasingly impossible – and hapless – task.
It’s a theme that also comes through strongly in our headlining article on
retail security. “Throw in a few other factors including alcohol, synthetic drugs and
methamphetamines,” says Bruce Couper, Managing Director of Risq New Zealand,
“[and there] are huge drivers for this sort of behaviour.”
In our latest update on Australian eﬀorts to protect people in crowded places,
we feature ASIS NZ Chair Dean Kidd’s participation at a recent ANZCTC Business
Advisory Group meeting in Sydney. As the ANZCTC’s terrorism strategy becomes
operationalised across the Tasman, is it time that government and the private sector
in New Zealand start a conversation on how to improve our own resilience against
the threat posed by terrorists and ‘fixated persons’?
Also in this issue, we feature Part Two of David Horsburgh’s very popular covert
CCTV series, which considers the applicability of the Private Investigators’ Code of
Conduct to the installation of covert CCTV; the Security Institute of New Zealand’s
Chris Lawton looks at how authorities in the UK are responding to the disturbing
rise of acid attacks; and we feature the latest product news and much, much more.
Finally, I’d like to take this opportunity to extend a sincere thank you to our
valued partners, contributors and readers for a fantastic 2017! Our next issue – in
February – will bring you the latest security perspectives on the banking, insurance
and finance sectors, loss prevention, and industry training. Enjoy the summer, and
our best wishes for a great start to 2018!
Nick Dynon
Auckland
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Nick Dynon, Managing Editor
Phone: + 64 (0) 22 366 3691
Email: nick@defsecmedia.co.nz

facebook.com/defsecmedia

Craig Flint, Publisher
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Nick has written for NZSM since 2013.
He writes on all things security, but is
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Retail sector workers at high risk
of facing robbery
According to a March 2017 Retail NZ media release, retail crime costs New Zealand around
$1 billion a year in losses, and official robbery statistics indicate that the problem is getting
worse.
On 2 October, Stuﬀ.co.nz reported
that the 375 robberies committed
in July this year compare with 353
in the same month last year, and
253 in July 2015 – an increase of
nearly 50 percent in just two years.
According to Greg Harford, Retail
NZ’s General Manager for Public Affairs,
“Retail crime is a serious problem for
retailers, consumers and the economy as a
whole.”
“Retailers are already working to
prevent and deter crime, but retail crime
is growing, becoming more menacing and
more violent,” he said. “Criminal gangs
are increasingly active in retail crime, and
urgent steps are needed to deal with this
societal problem.”
Retail NZ called on the then National
Government to adopt a three-point action
plan to help stop criminal offending,
including (i) the establishment of a

Bruce Couper, Managing Director of
RISQ New Zealand
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national Retail Crime Taskforce within the
Police; (ii) a social change programme to
encourage respect for the law; and (iii) the
introduction of an infringement notice
penalty regime for petty offences.
Police responsiveness
“There is a real issue around Police
responsiveness to retail crime,” stated
Mr Harford. According to Retail NZ, the
establishment of a Retail Crime Taskforce
within the Police would be “an essential
first step to ensure that the Police is in a
position to respond effectively to retail
crime.”
In the meantime, retailers are
having to fill the gap left by poor police
responsiveness. According to Bruce
Couper, Managing Director of RISQ New
Zealand, a provider of advice and training
to businesses in the protection of people,
assets and information, “this is often the
case in many, many locations across New
Zealand.”
“Police responsiveness is very hit-andmiss,” he told NZSM. “More often than
not the feedback is it’s a waste of time,
we don’t call them because they don’t turn
up.”
Bruce has a better understanding of
this than most. Apart from the feedback
he receives from the retail companies Risq
provides consultancy services and training
to, he spent 11 years in the New Zealand
Police in a range of uniformed duty roles
and as a Detective.
In one case, he was told of an incident
in a supermarket where police were
called after a member of the public had
become threatening and aggressive. After
45 minutes, staff had convinced the

individual to leave the store. The police
never showed up.
“Their lack of response, particularly
in retail, is often so much the case that as
a result people are placed at risk because
offenders feel absolutely emboldened as a
result of their lack of response,” he said.
Anti-social behavior
Mr Harford says that retail crime is part of
a broader social problem relating to antisocial behaviour.
“There is a perception in some parts
of the community that theft and other
anti-social behaviour is acceptable, but
we need to be teaching everyone in
society that it is important to respect both
people - and property,” he said. “A social
change programme is needed to generate
understanding that theft is simply not
acceptable.”
Bruce concurs that anti-social behavior
is a problem, stating that there exists a
general lack of respect for both people
and property.
“There seems to be almost an
upward J-curve of people that because
of information technology or other
issues don’t have the interpersonal
communication skills, and their sense of
entitlement is extraordinarily high,” he
said. “And then we throw in a few other
factors including alcohol, synthetic drugs
and methamphetamines, which are huge
drivers for this sort of behavior.
“Because of the aforementioned lack
of responsiveness, there’s kind of an
expectation that you can get away with it.
It’s happening more and more frequently.
The problems today are so much greater
and in much greater volumes.”
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Retail NZ is calling for new penalties
for retail crime that treats theft committed
by organised crime groups seriously, but
that at the same time recognises “that
many people drift into organised crime
gangs because they have been able to
get away with petty theft without any
consequences.”
“Prosecutions through the Courts are
cumbersome, and we therefore propose
the introduction of an infringement- style
offence for petty theft,” Mr Harford
said. “This will ensure that there are real
consequences for people starting their life
of crime, and act as a deterrent to repeat
offending.”
Dairies the soft underbelly
A feature of the recent increase in
retail robberies is that many involve the
use of weapons, such as firearms and
machetes, and dairy and petrol station
operators in particular are bearing the
brunt.
“Aggravated robberies are a real
concern for retailers, particularly those
operating in the small convenience store
sector,” stated Mr Harford. “These small
stores… have been increasingly targeted
by aggressive and sometimes armed
criminals seeking to make off with high
value goods.”
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In a June media release, Retail NZ has
welcomed the Government’s announcement
of a $1.8 million fund to help small highrisk retail businesses combat aggravated
robberies. Costs are to be shared between
‘high risk’ dairy owners and the police. As of
early October, 54 had signed up.
The measures include ultrasonic
frequencies in which robbers are
bombarded with four frequencies at 124
decibels; fog cannons designed to fill a shop
with disorienting mist within 60 seconds;
and a ‘DNA spray’, which is invisible to the
naked eye but visible under ultra-violet light
and impossible to wash off.
“I think that any measures they take are
positive,” commented Bruce, “but what this
really relates to is the robberies of dairies,
and a lot of organisations we deal with
in banking and some other sectors have
actually reduced in the past 20-25 years.
“Let’s look at what has been successful
in some environments and what can be
successful in others. And one of those
things is lessening the reward – making it
effectively less available.”
“The increased violence against dairies
has been solely in that sector,” Bruce
explained. “The robberies increase because
they are open for very long hours, they
have little or no security, and they tend to
be completely blacked out at the front.”

“A good start would be to take a fish
bowl approach, in other words, take all the
posters down so that you can see out and
so that people can see in, thus making it
a less attractive proposition for a robber
in the first place, and combine that with
internal and external cameras so that you
can see out on to the street both ways and
make it publically known that you do with
your domes”.
“All of a sudden, you’re in a totally
different marketplace in terms of street
robberies – you’re a way harder target.”
According to Bruce, a reason why
the level of violence by offenders against
convenience store operators has gone
through the roof is that offenders going
to those premises knowing or believing
before they get there that “they’re going to
meet resistance or they’re not going to get
access to the cash…”
“If you’re going to decide that you
are going to respond in kind to defend
the money then the violence is going to
go through the roof, so you’re going to
have to target harden a lot more than you
currently are.
“In my experience, with one or two
very minor exceptions historically, people
who are trained to facilitate the robbery
and give the offender access to what’s
immediately available don’t get hurt.”
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Interview

State of the industry
with Andrew Thorburn
In this interview series, NZSM speaks to respected figures within New Zealand’s security
industry to gain their perspectives on the big themes shaping the industry and impacting
on those who work within it.
In this instalment, we are fortunate to be joined by
Andrew Thorburn, National Brand Manager – Security,
Atlas Gentech (NZ) Limited.
Andrew commenced his career in the security industry in 1996
as an apprentice installing electronic security hardware, including
intruder detection systems, physical access control, gate and
bollard automation, and a little CCTV.
Prior to his current role, Andrew was Senior Consultant and
Regional Manager at ICARAS Consultants, and prior to this he
was Sales Manager and then Technology Solutions Manager at
Matrix Security Group Limited. Over the years, he’s worked for a
range of security providers and also as a private contractor.
In addition to his technical and management roles, Andrew
has been Vice Chairman of ASIS (NZ Chapter 148) and an
auditor and academic board member of the NZSA. He has
previously held the ASIS International Certified Protection
Professional (CPP) and Physical Security Professional (PSP)
certifications.
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NZSM: What do you see are the key challenges facing the security
industry in New Zealand?
AT: Governance, Education and Evolution
The industry has been plagued by the issue that there is
agreement for a need for change; it just disagrees on what it is,
who will effect it, and how.
Governance of the ‘industry body’ has largely been dominated
by those with commercial interests, as opposed to the tasks of
identifying and executing a strategic plan, creating a sustainable
future for our impending industry professionals. The gains the
industry has made can be distilled to a very small number of
voluntary people and a reflection of their time served.
It has, in some cases, been undertaken by inexperienced
industry representatives who have held the industry back both
fiscally and operationally due to a fear of lost subscriptions
or reduced profile. Many in the industry have felt that they
do not have representation at a national level and that the
current recognised industry body needs to increase its market
authority.
To transition the industry to the next phase of its cycle, it is
time for independent professional directors, aligned to the three
pillars of PHYSEC, PERSEC and INFOSEC. This would ensure
the broader representation and would align it to the direction the
industry has moved to; a non-voting, emerging director position
should be incorporated to provide governance experience and to
nurture our future leaders too.
Education is the foundation of success, but it requires buy-in
from the stakeholders. I have observed and listened to many
suppliers from the staff services to technology integration and
distribution companies who claim that training is a cost centre
not a profit centre. We can all agree there is sufficient evidence
that this is just not true.
Education includes the consumer space too; understanding
what differentiates solutions and their respective suppliers can
be the difference between a successful or failed deployment of a
protective security strategy.
The recent reinvigoration of calls for an apprenticeship
scheme in the technology space, is very encouraging. Whilst it
is still early days, I commend those involved for not rushing
into solutions without identifying and understanding what
the industry or its end users require. We have some very
experienced and capable people voluntarily working on this new
qualification.
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The 2 Wire Intercom System From Bticino
The easiest system available
The Bticino intercom system is the best technology
available when time saving and ease of installation are
crucial. With the simple 2 wire bus it is possible to install
all kinds of simple and complex systems from single
dwellings to large apartment and age care complexes.

The convergence of parallels, such as the ICT sector, brings
its own challenges, but a lot of value too. Companies that have
not or will not evolve their businesses through the training of
staff or their respective offerings will become irrelevant and must
sell or close their doors.

Classe 300X13E

The new Classe 300 Wi-Fi monitor allows you to receive
calls, open the gate and activate the camera remotely
day or night, at home or away.

NZSM: Are we getting the skills we need into the industry?
AT: At a high level, yes. We are now seeing more security
professionals with defence sector experience, both nationally and
internationally, including electrical and ICT backgrounds. The
tangible benefit is that these groups can bring international risk
management/mitigation and operational experience, thus raising
the standards of understanding the end user and the industry.
We can still do more, and as already noted, the development
of an apprenticeship scheme in the electrotechnology space, in
addition to the level 3 certificate for contact centre/monitoring
staff currently under development, is a positive step towards
creating career pathways. The industry needs to identify the value
add that staff with higher skill levels present to their clients; it can
align with their clients’ risk appetite and therefore negate the price
discussion we are all too familiar with.

Digital Call Entrance Panel

Introducing the Linea 300 vandal-resistant
entry panel with heavy stainless steel front
cover. Can be flush or surface mounted.

Door Entry App: designed for the end user

DOOR ENTRY is the free APP for Android and iOS
smartphones and tablets.

NZSM: How has the industry changed over the past 5, 10 years?
AT: Initially I’d say digitalisation. Our customers and business
partners are more connected and therefore expect more
from their solutions and providers. The outcome is increased
transparency; subsequently the accountability has resulted in a
rationalisation of industry vendors too.
Risk management frameworks, such as ISO31000 or the
all-of-government Protective Security Requirements (PSR),
are now more widely adopted due to their constituting an
holistic approach to protective security. The emphasis on
governance influencing PHYSEC, PERSEC and INFOSEC
has contributed to a maturing of organisational policies and
procedures. vvThe fiscal benefit is that CAPEX and OPEX
are distributed appropriately and proportionately based on risk
appetite.
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M: 021 666 502 • P: 0800 34 88 88
E: info@incnz.co.nz • W: www.intercom.co.nz
Auckland, New Zealand
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Governance has changed primarily due to the Health and
Safety at Work Act 2015. The liability now placed on directors,
board members and management has generally been positive for
workers and customers alike.
However, my experience suggests most of the security
industry still does not understand governance. In addition,
several entities within the industry are confusing stakeholders
and subsequently end users, when referencing elements such
as compliance against the PSR framework, and this is very
dangerous. There is no such thing as PSR compliance.
To a degree, PHYSEC and PERSEC has converged, where
technology is now a critical part of the PERSEC function. There
is no doubt technology is the future king and the move towards
recurring revenue/subscription-based models from technology
solutions is seeing more and more new entrants. This is evidenced
at the residential security systems level by telcos such as Spark
entering the local market with Morepork.
I cannot comment on INFOSEC specifically, as it has not been
my core discipline. However, I have observed a strong migration of
organisational ‘risk’ responsibility towards INFOSEC professionals.
This presents significant growth opportunities for industry through
additional strands of technology training, the traditional security
or risk managers mandate broadening and for further traditional
security technology evolution.
There is no denying this is influenced by professional directors’/
boards’ greatest concern being cyber threat vectors. Have a look at
how many Security Consultant positions are advertised on Seek and
then distil those that are not focussed on information security. This
is without a doubt a growth space for our industry.
NZSM: Where do you see the industry is moving in the right
direction?
AT: The discussion and realignment of industry training is
positive. Understanding there is a cost and those involved need to
make money is one thing, but content and accessibility is another.
Provided we get these right, the industry will travel in a positive
direction.
Embracing the evolution of technology by all industries is
another positive. An example of this is the use of BIM software
by consulting engineers. This enables engineers and project
managers to pre-determine building infrastructure requirements
and the potential conflicts between building services prior to
construction commencing, averting cost and design variations.
It also allows system integrators or quantity surveyors to more
accurately estimate build costs.
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In addition, the use of UAV’s for land surveying or building
maintenance reports for facility managers. The subsequent “big
data” is allowing solution owners to leverage multiple functions
from their technology too. This is particularly evident in video
solutions where retailers or business associations monitor
consumer or public interaction primarily for security reasons but
now use the data to identify retail hot spots.
This enables the solution owners to potentially restructure
their layout and possible product offering to create a richer
consumer experience or to mitigate risks by deploying a response
to a situation before it escalates. Similarly, the use of video
analytics for traffic flow and/or parking management reduces
risks to personnel (parking wardens in particular) and creates a
better user experience for all concerned.
NZSM: What can we do better?
AT: There will always be ways we can improve; our operating
environments and solutions are dynamic.
Redefining roles within the industry through more appropriate
CoA license classes would benefit end user engagement. For
example, there has long been the debate surrounding what a
consultant is – an independent, with balanced and impartial
advice or a BDM who is paid a commission cheque to move
products and services.
In addition, there is the issue of ICT suppliers or electricians
who do not hold CoAs because of perceived or real technicalities.
Too often I see specifications or solutions provided by unlicensed
practitioners. Some of them are good, very good; but too many
are not.
The industry needs to operate so that those interacting with it
can trust it along with the processes that govern it.
To that end, the industry needs to see more prosecutions from
the PSPLA, such as what happens with the SIA in the UK and
more recently within Australia with one of the All Blacks security
detail operating without a license.
The PSPPI Act 2010 is now seven years old; long enough
for those in the industry or those entering to be aware of the
requirements and to abide by them. Our frontline representatives
– who reflect the position of the industry – deserve more, and
communicating the non-compliance of businesses or individuals
when it occurs from the highest level will position New Zealand
security professionals as just that – professionals.
Please note that the opinions expressed in this article are the personal
opinions of the interviewee and in no way reflect those of his employer, Atlas
Gentech.
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TraceMe by KCS
Many of us who grew up in the 1980s and 90s will recall with
great fondness the iconic Commodore 64 and Amiga personal
computers. These machines brought the computer age to living
rooms of homes across New Zealand, providing the pixelated
user experience that – along with dot matrix printers and 5¼
floppy discs – defined our childhoods.
Little did we know that that under the hood of the C64 and
Amiga computers might be found a KCS Speedsaver, KCS Power
Cartridge (the red box for the C64) or the Power PC Board
for the Amiga. The KCS Power PC Board could transform the
humble Amiga 500 into an IBM compatible machine with 1.5
megabyte Amiga memory expansion!
Founded in 1984, Netherlands-based Kolff Computer
Supplies nowadays boasts a complete service package and
production capacity for the assembly of printed circuit boards
and related products. In recent times, KCS has made a name for
itself with its leading track and trace solution, KCS TraceME.
KCS has over 11 years of experience in GPS/GNSS and
location based positioning technology and solutions. The superb
hardware and versatile software make the TraceME modules one
of the most advanced, smallest, robust and extremely powerful
GPS tracking systems in the world, which can be adapted to
virtually any custom application.
TraceME modules are widely used in applications including
vehicle, personal, animal, and object tracking. With its superreliable hardware, and advanced software and connectivity
options, it rightly claims to be the most versatile location-based
positioning solution in the market today.
Over the years, KCS has developed a solid global network
of alliance partners providing complete ready-to-use and M2M
solutions from the Netherlands to Australasia.

POWERFUL TOOL DRIVING YOUR

SECURITY BUSINESS

The KCS TraceMe TM-178
The company recently upgraded its flagship TraceME module
TM-178, targeted for tracing and controlling vehicles and other
powered equipment.
TM-178/R9H7 module now features optional LoRa, WiFi, Bluetooth Smart (BLE), ANT/ANT+ and proprietary RF,
enabling easy integration with existing wireless networks and
custom mobile apps on smartphones and tablets.
The LoRa technology offers a communication range of up
to 60 kilometers line of sight. It provides an advanced indoor
and outdoor location-based positioning solution, which covers
a variety of Internet of Things (IoT)-applications and enables
stolen object and vehicle recovery.
The TM-178 is equipped with external power and battery
backup connection, basic I/O-connectivity and multiple onboard
sensors. The unit contains multiple integrated antennas for GPS/
GLONASS, GSM (2G/3G) and RF functionality. The module
can be remotely programmed to suit specific deployments, from
general functionality to advanced application-specific functions.
With a compact size of 91 x 40 millimeters, weight of 30
grams, and a battery lifespan of more than 10 years, the module
offers a wide range of OEM integration possibilities. The module
can also be ordered in an optional robust IP67 housing.
Ever since its role in the home computing revolution of the
1980s, KCS has been at the forefront of the circuit board market.
To find out more about its TraceMe range, visit www.trace.me

December 2017/January 2018

NZSM

13

How Deep Learning
Benefits the Security Industry
This article was supplied by National Fire & Security on behalf of Hikvision Digital Technology
Data storage devices across the
security industry are routinely
required to handle an enormous
amount and many layers of
raw data. As Safe City projects
in varying sizes become more
prevalent, the number of
surveillance nodes has reached
the hundreds of thousands.
And due to the widespread use
of high-definition monitoring,
the amount of data involved
in security surveillance has
increased dramatically in a short
time. Eﬃcient collection, analysis,
and application of data and the
intelligent use of it are becoming
ever more critical in this industry.
Thus, improving video intelligence
appears to be an inevitable,
industry-wide goal.
Security users hope that their
investment in new products will bring
even more benefits beyond simply tracing
and tracking persons of interest and
evidence collection after a security event.
Some examples of added benefits include
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using the latest technologies to replace the
large amount of man-power previously
required for searching surveillance
footage, detecting anomalous data, and
finding ever more efficient ways to allow
surveillance to shift from post-incident
tracing to alerts during incidents—or even
pre-incident alerts. In order to satisfy these
demands, new technologies are required.
Intelligent video surveillance has been
available for many years. However, the
outcomes of its application have not been
ideal. The emergence of deep learning has
enabled these demands to become reality.
The Inefficiency of Traditional
Intelligent Algorithms
Traditional intelligent video surveillance
has especially strict requirements for
a scene’s background. The accuracy
of intelligent recognition and analysis
in comparable scenarios remains
inconsistent. This is primarily due to
the fact that traditional intelligent video
analysis algorithms still have many flaws.
In an intelligent recognition and
analysis process, such as human facial
recognition, two key steps are required:
First, features are extracted, and second,
“classification learning” is performed.

The degree of accuracy in this first
step directly determines the accuracy
of the algorithm. In fact, most of the
system’s calculation and testing workload
is consumed in this part. The features
in traditional intelligent algorithms are
designed by humans and have always
been heavily subjective. More abstract
features—those that humans have
difficulty comprehending or describing—
are inevitably missed. With shifting
angles and lighting, and especially when
the sample size is enormous, many
features can be too difficult to detect.
Therefore, while traditional intelligent
algorithms perform well in very specific
environments, subtle changes (image
quality, environment, etc.) yield significant
challenges to accuracy.
The second step—classification
learning—mainly involves target detection
and attribute recognition. As the number
of available categories for classification
rises, so does the difficulty level. Hence,
traditional intelligent analysis technologies
are highly accurate in vehicle analysis but
not in human and object analysis. For
example, in vehicle detection, a distinction
is made between a vehicle and a nonvehicle, so the classification is simple and
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the level of difficulty is low. To recognize
vehicle attributes requires recognition of
different vehicle designs, logos, and so
on. However, there are relatively few of
these, making the classification results
generally accurate. On the other hand, if
recognition is to be performed on human
faces, each person is a classification of its
own, and the corresponding categories will
be extremely numerous—naturally leading
to a very high level of difficulty.
Traditional intelligent algorithms
generally use shallow learning models
to handle situations with large amounts
of data in complex classifications.
The analysis results are far from ideal.
Furthermore, these results directly restrict
the breadth and depth of intelligent
applications and further development.
Hence the need for increasing the “depth”
of intelligence in big data for the security
industry is arising.
The Advantages of Deep Learning and
its Algorithms
Traditional intelligent algorithms are
designed by humans. Whether or not
they are designed well depends greatly on
experience and even luck, and this process
requires a lot of time. So, is it even
possible to get machines to automatically
learn some of the features? Yes! This
is actually the objective of Artificial
Intelligence (AI).
The inspiration for deep learning
comes from a human brain’s neural
networks. Our brains can be seen as a
very complex deep learning model. Brain
neural networks are comprised of billions
of interconnected neurons; deep learning
simulates this structure. These multi-layer
networks can collect information and
perform corresponding actions. They also
possess the ability for object abstraction
and recreation.
Deep learning is intrinsically different
from other algorithms. The way it solves
the inefficiencies of traditional algorithms
is encompassed in the following aspects.
First, From “Shallow” to “Deep”
The algorithmic model for deep learning
has a much deeper structure than the
two 3-layered structures of traditional
algorithms. Sometimes, the number of
layers can reach over a hundred, enabling
it to process large amounts of data in
complex classifications. Deep learning
is very similar to the human learning
process, and has a layer-by-layer featureabstraction process. Each layer will have
different “weighting,” and this weighting
reflects on what was learned about the
images’ “components.” The higher
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the layer level, the more specific the
components. Simulating the human brain,
an original signal in deep learning passes
through layers of processing; next, it takes
a partial understanding (shallow) to an
overall abstraction (deep) where we can
perceive the object.
Second, From “Artificial Features” to
“Feature Learning”
Deep learning does not require manual
intervention but relies on a computer to
extract features by itself. This way it is able
to extract as many features from the target
as possible, including abstract features that
are difficult or impossible to describe. The
more features there are, the more accurate
the recognition and classification will be.
Some of the most direct benefits that
deep learning algorithms can bring include
achieving comparable or even betterthan-human pattern recognition accuracy,
strong anti-interference capabilities,
and the ability to classify and recognize
thousands of features.
Key Factors of Deep Learning
In total, there are three main reasons
why deep learning only became popular
in recent years and not earlier: the scale
of data involved, computing power, and
network architecture.
Improvements in data-driven
algorithm performance have accelerated
deep learning in various intelligent
applications in a short amount of time.
Specifically, with the increase in data
scale, algorithmic performance improved
as well. Accordingly, user experience has

improved, and more users are involved,
further facilitating a larger scale of data.
Video surveillance data makes up 60%
of big data, and the amount is rising at
20% annually. The speed and scale of this
achievement is due to the popularization
of high definition video surveillance—HD
1080p is becoming more common, and 4K
and higher resolutions are gradually being
applied in many important applications.
Hikvision has operated in the security
industry for many years with its own
research and development capabilities,
employing large amounts of real video
and image data as training samples. With
a large amount of high quality data, and
over a hundred team members to label the
video images, sample data with millions
of categories have been accumulated.
With this large amount of quality training
data, human, vehicle, and object pattern
recognition models will become more and
more accurate for video surveillance use.
Furthermore, high performance
hardware platforms enable higher
computational power. The deep learning
model requires a large number of samples,
making a large amount of calculations
inevitable. In the past, hardware devices
were incapable of processing complex
deep learning models with over a hundred
layers. In 2011, Google’s DeepMind
used 1,000 devices with 16,000 CPUs
to simulate a neural network with
approximately 1 billion neurons. Today,
only a few GPUs are required to achieve
the same sort of computational power
with even faster iteration. The rapid
development of GPUs, supercomputers,
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cloud computing, and other highperformance hardware platforms has
allowed deep learning to become possible.
Finally, the network architecture plays
its own role in advancing deep learning.
Through constant optimization of deep
learning algorithms, better target-object
recognition can be achieved. For more
complex applications such as facial
recognition or in scenarios with different
lighting, angles, postures, expressions,
accessories, resolutions, etc., network
architecture will impact the accuracy
of recognition, i.e., the more layers in
deep learning algorithms, the better the
performance.
In 2016, Hikvision achieved the
number one position in the Scene
Classification category at the ImageNet
Large Scale Visual Recognition Challenge
2016. The team from Hikvision Research
Institute used inception-style networks
and not-so-deep residual networks that
perform better in considerably less
training time, according to Hikvision’s
experiments for training and testing.
Furthermore, Hikvision’s Optical
Character Recognition (OCR) Technology,
based on Deep Learning and led by the
company’s Research Institute, also won
the first prize in the ICDAR 2016 Robust
Reading Competition. The Hikvision
team substantially surpassed both strong
domestic and foreign competitors in three
word-recognition challenges, including
born-digital images, focused scene text,
and incidental scene text, demonstrating
that the word recognition technology by
Hikvision reached the world’s top level.
Application of Deep Learning Products
In the past two years, deep learning
technology has excelled in speech
recognition, computer vision, voice
translation, and much more. It has even
surpassed human capabilities in the
areas of facial verification and image
classification; hence, it has been highly
regarded in the field of video surveillance
for the security industry.
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In the application of intelligent
video in target detection, tracking, and
recognition, the rise of deep learning has
had a profound influence. When applying
those three functions, deep learning
potentially touches upon every aspect of
the security video surveillance industry:
facial detection, vehicle detection,
non-motor vehicle detection, facial
recognition, vehicle brand recognition,
pedestrian detection, human body feature
detection, abnormal facial detection,
crowd behaviour analysis, multiple target
tracking, and so on.
These types of intelligent functions
require a series of front-end surveillance
cameras, back-end servers and other
products which support deep learning
algorithms. In small scale applications, frontend cameras can directly operate structured
human and vehicle feature extraction, and
tens of thousands of human facial images
can be stored within the front-end devices
to implement direct facial comparison, so
as to reduce costs of communicating with a
server. In large scale applications, front-end
cameras can work with back-end servers.
Specifically, the structured video task is
handled by front-end devices, reducing the
workload for back-end devices; matching
and searching efficiency of back-end servers
improve as well.
Hikvision will soon introduce a
series of products with deep learning
technology, such as the DeepInview Series
cameras which can accurately detect,
recognize, and analyse human, vehicle,
and object features and behaviour, and
can be widely used in indoor and outdoor
scenarios. Another of the products worth
mentioning is Hikvision’s DeepInmind
Series of NVRs which incorporate
advanced deep learning algorithms and
imitate human thoughts and memory.
The DeepInmind products feature an
innovative NVR+GPU mode, retaining
the advantages of traditional NVRs
and additional structured video analysis
functions, which together greatly improve
the value of video.
Deep learning is the next level of AI
development. It is beyond machine learning
where supervised classification of features
and patterns are set into algorithms. Deep
learning incorporates unsupervised or
“self-learning” principles. Hikvision is
developing this concept in its own analytics
algorithms. Enhanced accuracy is the result
of multi-layer learning and extensive data
collection. Application of this algorithm
into face recognition, vehicle recognition,
human recognition, and other platforms
will significantly advance the performance
of analytics.
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Australian
businesses act
to protect people
in crowded places
In late October, ASIS New Zealand Chapter Chair
and Auckland Live’s head of security, Dean Kidd,
attended an Australia New Zealand Counter Terrorism
Committee (ANZCTC) Business Advisor Group (BAG)
meeting in Sydney. He sees big potential for a publicprivate approach to terror attack resilience.
The October/November issue of NZSM covered the August
launch of the Australian Government’s national strategy for
protecting crowds from terror attack. In that article, we raised
potential red flags in relation to the strategy’s reliance on a
partnership approach between governments and the private
sector to protect places where people congregate.
Considering possible barriers to deployment of the strategy
in New Zealand, experts pointed to a lack of police funding
and weak motivators for private sector involvement. Having

Dean Kidd, ASIS Chairperson
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just returned from an ANZCTC-organised meeting of business
representatives in Sydney, Dean Kidd sees real potential to the
partnership approach.
According to the new document, attacks on crowded places
overseas, “demonstrate how basic weapons— including vehicles,
knives, and firearms — can be used by terrorists to devastating
effect.” Congested places such as stadiums, shopping centres,
pedestrian malls, and major events, it explains, “will continue to
be attractive targets for terrorists.”
The strategy was developed by the Australia New Zealand
Counter Terrorism Committee (ANZCTC), a high-level body
comprised of representatives from the Australian federal and state
and territory governments and the New Zealand Government.
Meeting of security professionals
Dean attended the two-day, invitation-only Business Advisory
Group (BAG) event in Sydney along with around 160 other
security professionals from across Australia. He was one of a very
small number of delegates making the trip from New Zealand.
According to the strategy, the BAG’s membership consists of
representatives of crowded places with a national presence. “It
operates a national forum through which crowded place owners
and operators, peak industry bodies, government representatives,
and international partners share information and advice.”
A key role of the BAG is to work with and advise the
Crowded Places Advisory Group (CPAG), a body that consists
of senior representatives from state and territory police services,
the chair of the BAG, the Australian Defence Force (ADF), the
Australian Federal Police (AFP), ASIO, and Australian Local
Government Association (ALGA).
In turn, the CPAG reports to and advises the ANZCTC on
protecting crowded places from terrorism, and it provides a
forum for identifying and sharing best practice. It is responsible
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for developing and maintaining a nationally consistent crowded
places protective security capability across Australia’s state and
territory police forces.
Another role of the BAG is to facilitate exercises and training
for its members, and the Sydney event, which included two days
of seminars and an incident management exercise, was a strong
demonstration of this.
Day One included presentations from a number of speakers,
including the highly respected Mark Murdoch, outgoing NSW
Police Assistant Commissioner and Commander of the Counter
Terrorism and Special Tactics Command, and a presentation
from MIP Security that challenged participants to think from an
‘attacker’ perspective rather than defaulting to that of a ‘protector’.
Day Two featured an incident management exercise facilitated
by Jenny Muldoon, Head of Security for the Sydney Opera
House. The exercise was built around a scenario involving the
Opera House, two armed persons and a vehicle rampage through
the CBD. A mock Police Operations Centre (POC) coordinated
the response as participants stepped through and war-gamed it.
The BAG event came less than a fortnight after the
conduct of a major ANZCTC-funded New South Wales Police
(NSWPOL) training exercise at Sydney’s Central Railway Station.
Staged on 18 October, Exercise Pantograph involved more
than 160 personnel from NSWPOL, Transport for NSW, Fire &
Rescue NSW and Ambulance NSW.
The exercise scenario was designed to engage stakeholders
responding to a sudden and major disruption to the rail network
caused by an Active Armed Offender incident. Based around the
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scenario of two armed offenders entering Central Railway Station
and attacking commuters, the exercise sought to examine how
police respond and engage with force.
“Whilst I can’t go into the exact methodology,” said Assistant
Commissioner Murdoch in a NSW Police press release, “it’s fair
to say this type of training is more dynamic and fluid than regular
Police firearms training.”
Making it happen
With the conduct of both the BAG and NSWPOL exercises
in October, it’s clear that on the other side of the Tasman the
ANZCTC has committed to operationalising its Australia’s
Strategy for Protecting Crowded Places from Terrorism and
related documents.
According to its authors, the strategy “rests on strong and
sustainable partnerships across Australia between governments
and the private sector to better protect crowded places.”
In Sydney, Dean saw this happening first-hand. “160 people
travelled from all over Australia to get to the event,” he said, “and
now they’ll be promoting it.” He believes that once private sector
C-suites are made aware of the strategy they’re unlikely to say no
to it.
The strategy puts the onus for threat preparedness on
businesses. “Owners and operators have a responsibility to
undertake a risk assessment and/or vulnerability analysis of their
crowded place,” it states. And once an assessment is done, they
have a responsibility to implement the mitigations, monitor them
for effectiveness, and review them.
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Workplace health and safety law changes in Australia, which –
like the recently enacted New Zealand Health and Safety at Work
Act – make individuals liable for safety breaches, have provided a
behavioural driver that the strategy clearly benefits from.
Apart from regulatory responsibility for protecting their
sites, including a duty of care to take steps to protect employees,
contractors and visitors, the strategy also highlights reputation as
a significant motivator.
“The reputation of owners and operators of crowded places
is prone to serious and permanent damage if a less than robust,
responsible, and professional priority is given to protecting people
against attack,” the document warns. “Being security minded and
better prepared could not only deter an attack, it can reassure
customers and staff that those responsible for crowded places are
taking security seriously.”
But, according to Dean, it’s not just big business who will be
motivated to play their part.
In shared spaces, he sees such responsibilities falling to
building management. And for SMEs, he sees no barriers to
getting started. “The document is not onerous,” he insisted, “you
can read it over a cup of coffee.”
“You train for fire evacuations, so why wouldn’t you train for
something like this?”
Although he acknowledges Australia’s higher terrorism threat
level relative to New Zealand’s, Dean points out that the nature
of the threat is the same. On that basis, he argues that we should
also be considering implementing the strategy here.
“We’re more likely to encounter a ‘fixated person’ rather than
a ‘terrorist’ here,” he said, referring to persons who may not
profile as a terrorist threat but could nevertheless be capable of a
lone-wolf attack. These could be people who have some kind of
vulnerability and who may see extreme acts as a solution.
Such persons may be inspired by the messages and acts of
terrorist organisations overseas, but not necessarily linked to them
by membership or affiliation.
“Do you wait for an event to happen, or do you start putting
things in place? You’d expect our crowded places to be well on
their way to being prepared.”
Crowded Places Partnership
Getting businesses engaged involves a national framework
that the strategy calls the ‘Crowded Places Partnership’. The
Partnership, it explains, “provides a consistent approach in each
state and territory for trusted engagement between all levels of
government, state and territory police, and owners and operators
across the country.”
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To this end, state and territory police forces are
introducing and administering Crowded Places Forums
through which they can share information and advice with
owners and operators.
These forums are envisaged as the primary means of
collective engagement between police and local owners and
operators, including businesses and local councils, where
members can share information and lessons learned relevant to
their local circumstances.
The forums also provide an opportunity for federal
government agencies, such as ASIO and the AFP, to collectively
brief owners and operators. Some forums have already been
established, and it is expected that they’ll start popping up in
more localities.
Forums are also responsible for reporting to the CPAG on a
regular basis to ensure local information is captured at a national
level. In turn, information and guidance developed by the CPAG
is to be filtered down to businesses via the BAG and forums.
It is, in many ways, an ambitious model, attempting to
coordinate organisations in three levels of government with
businesses across the country. Although written up by bureaucrats
and launched by government, the strategy relies on the proactive
participation of actors at the local level.
It remains to be seen whether New Zealand will follow
Australia’s lead in operationalising the strategy.
In the meantime, Dean is raising awareness among members
of the ASIS New Zealand Chapter, many of whom play key
security leadership roles in public and private sector organisations.
In his role as head of security for Auckland Live, and
following the staging of a successful multi-stakeholder ‘iconic
venue’ weapons attack training exercise at the Aotea Centre
in May, he established a security collective comprised of
organisations operating around Aotea Square.
Called ‘Quadsec’, the group includes neighbours such as
AUT, Auckland Art Gallery, Millennium Hotel, Aotea Centre,
and Auckland Council. Its objectives in some ways mirror those
of the Crowded Places Forums operating across the ditch, but
for now it’s something of a one-off – and working in relative
isolation.
But Dean sees potential, suggesting that there are numerous
iconic precincts, business districts and tourism destinations
throughout the country that could stand to benefit from such
groups.
“At the end of the day,” said Dean, “the best way to embed
such a strategy is for it to be driven from the ground up – by us,
but there needs to be more engagement by all stakeholders.”
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They do things bigger in Texas:
ASIS Dallas 2017
ASIS New Zealand Chapter member and scholarship awardee Chris Lawton reports from
ASIS International’s 63rd Annual Seminar and Exhibits (ASIS 2017), which convened 2528 September in Dallas, Texas, USA.
As they say in the USA, Texas is
a big place and anything can
happen there. It’s not every day
you get to listen to a former US
President (George W. Bush) speak
in person while attending the
world’s foremost security expo!
The ASIS Annual Seminar and
Exhibits event for 2017 was hosted at
the Kay Bailey Hutchison Convention
Center in Dallas, Texas. It’s the flagship
annual event for ASIS International, the
world’s largest association for security
management professionals.
The event was opened by Thomas J.
Langer CPP, the 2017 president of ASIS
International, who commented “from the
standing-room only education sessions to
the jam-packed exhibit hall, ASIS fulfilled
its promise to deliver the security industry’s
premier event.” He wasn’t wrong.
Keynote speeches were kicked off
with an informal chat with George W.
Bush, former President of the USA,

Chris Lawton, ASIS member and scholarship
awardee reports from ASIS International’s 63rd
Annual Seminar

22

NZSM

followed by Mark Cuban, an American
businessman, investor, author, television
personality, philanthropist and owner of
the NBA’s Dallas Mavericks. Speakers
focused on sharing their perspectives
on the current threat landscape and the
risks/potential of innovative technologies
reshaping society and the way we do
business.
An interesting follow-on from these
speakers were discussions on integrated
private-public sector collaboration,
particularly with the ‘Global Responses
to Global Threats’ panel of international
security experts, which focused on this
area.
You name it and it was covered at the
exhibition centre: access control, alarms,
asset tracking, CCTV, communications
equipment, computer and IT security,
covert video, door control hardware,
executive protection, identification
products, integrated security systems,
intrusion detection equipment, locks,
perimeter protection, publications,
surveillance, training etc.
The program also included 180
expert-led case studies, panel discussions,
learning sessions, and general sessions,
including sessions on active shooters,
business operations, architecture,
engineering and design, communicating
the value of security, crime and loss
prevention, crisis management, critical
infrastructure, cyber security, enterprise
security risk management, information
security, investigations, physical security,
terrorism, workplace violence, and much
more.
Keynote speakers on the 27th focused
on the issue of global responses to global
threats, with presentations on bomb threat
response and management, how terrorist
networks use espionage to recruit, plan,
and execute attacks, and security in high

risk locales. In the latter, speakers gave
first-hand accounts of responses to recent
terror attacks.
Retired FBI Special Agent Richard
DesLauriers and Former Boston Police
Department Commissioner Ed Davis,
talked on the hunt for Boston Marathon
bombers the Tsarnaev brothers).
Lieutenant-colonel Christophe Roland
Beuzit of the GIGN and City of London
Detective Chief Superintendent Paul
Barnard provided information on how
Paris and Manchester responded to their
respective attacks.
The event also reached out to the
city of Dallas through the Security
Cares program, an ASIS International
community safety and security initiative
designed to educate managers of SMEs
and cultural/community institutions—
places that traditionally have not
considered themselves targets—about the
fundamentals of security prevention and
preparedness.
One thing I took away from this was a
copy of President George W. Bush’s book
Portraits of Courage: A Commander in
Chief ’s Tribute to America’s Warriors. The
book is a collection of oil paintings and
stories by the former President and now
painter honoring the sacrifice and courage
of America’s military veterans.
No matter what one may have thought
of his presidency here in New Zealand, it
was a fascinating aspect of the man that
I wasn’t aware of, and I must say that the
book – as well as listening to his candid
(although probably scripted) answers – has
certainly enlightened me considerably.
The event certainly promotes the ASIS
commitment to excellence and ongoing
training and education for all professionals
no matter what their background or
current level of expertise. I will certainly
be heading to Las Vegas for ASIS 2018.
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Quieter latch retraction helping hospital
patients with reduced noise

A

modified electric latch from Allegion is helping a hospital
reduce noise in the paediatric wing for greater patient
comfort and wellbeing.
The design of a healthcare facility has to take into account
various challenges unique to that environment. Noise, for
instance, is a major factor that impacts the selection of
components, products and equipment. Louder environments
are known to increase heart rates and create stress, which is why
the hospital was looking for ways to keep the noise down in
the building to create a more comfortable atmosphere for both
patients and staff.
The 739-bed hospital has a maintenance staff of 185
including seven workers dealing with door hardware. Doors with
electric latches produce a lot of noise, especially at night-time
when patients are trying to sleep. The hospital sought an electric
latch solution from Allegion that would not only be durable but
also quieter than the regular door latches.
This case study discusses the successful installation of Von
Duprin’s Quiet Electric Latch (QEL) in a healthcare facility.
When the QEL was introduced to the hospital, the maintenance
staff approved of the solution almost immediately after ‘hearing’
the difference. The manager of the lock shop weighed it against all
competitors and stated, “The alternatives just didn’t have the soft
touch this hospital needed to keep the noise level down.”
Some of the advantages of the QEL door hardware included
a push pad that retracted when activated to eliminate the extra
noise created when applying force; low power requirement,
allowing distances up to 800 feet to be wired using 12 gauge wire;
and simple installation enabled without changing previous EL
power supplies.
The installation was straightforward and incredibly simple
with the maintenance staff taking about an hour per pair of
doors to install the brand new QELs. The installation began in

the paediatric wing on 24 patient pads with doors that were using
QELs. The hospital plans to move to other patient areas once the
first wing is complete.
For more information on the right products for your project,
please visit allegion.co.nz

Quiet
electric latch
retraction - QEL
Provides electronic control of an exit
device where noise levels need to be
minimised

allegion.co.nz
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CR Kennedy wins
Uniview International
Distributor of the year
CR Kennedy (CRK) was announced winner of UNV International Distributor
608.94
of the Year Award at a Uniview Global Partner Summit ceremony held on
30 October during the China Public Security Expo (CPSE) in Shenzhen.
The award was presented by
Uniview CEO Mr Hermit Zhang
during the Summit, which was
attended by more than 200
delegates representing Uniview
distributors from around the world.
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Phil Viggiano, General Manager CCTV
division, accepted the award on behalf
of CRK. “Uniview is now available in
120 Countries around the world,” he said.
“With such tough competition from the
larger markets, we are especially delighted
with this award.”

“CRK has been working with Uniview
since 2015,” he continued, “and sales have
been growing rapidly since. UNV products
are world class and the factory provides
industry leading technical support. This has
made it so much is easy for us to build the
brand’s reputation in the ANZ markets.”
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UNV Global Partner Summit
Hermit Zhang, CEO of Uniview, kicked
the Global Partner Summit off with an
opening speech in which he acknowledged
the role international partners have played
in the brand’s growth.
“It’s been 12 years since Uniview started
in the video surveillance business in 2005,
and global video surveillance trends have
changed a lot. But one thing that hasn’t
changed is our commitment to our partners
and our ability to do amazing things
together.”
Uniview went international only three
years ago, but has experienced remarkable
growth in that time, maintaining a
compound annual growth rate of over
100 percent for three consecutive years. It
now conducts business in more than 120
countries.
The company is now the third largest
player in video surveillance in China, and in
2016 it gained the 7th largest global market
share. Its IP video surveillance product lineup includes IP cameras, NVR, encoders,
decoders, storage and client software
across a range of verticals, including retail,
building, industry, education, commercial,
and city surveillance.
According to Ximen Yan, President
of Uniview’s International Business
Department, UNV sees artificial
intelligence as the future of video
surveillance.
“We started to invest in AI technology
research three years ago,” he explained
at the Summit. “We’ve put together a
professional algorithm team of over
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100 engineers. Benefitting from our
rich experience in the Chinese high-end
market, Uniview is able to transfer ability
and mature solutions to the international
market.”
UNV at CPSE 2017
Uniview demonstrated its latest products
and solutions at CPSE 2017 (29 October to
1 November), including a more complete
Ultra 265 product line, upgraded StarView
series, Navigator PTZ dome and Ultra 265
Kit.
UNV StarView is a mature extreme
low light technology providing outstanding
image at super low illumination for
both static and moving scenes. Now the
upgraded StarView comes in a 2MP and
5MP series.
The 5MP StarView series incorporates
a 1/2.7” backside illumination (BSI)
technology sensor to deliver enhanced low
light sensitivity and a wide field of view.
The 2MP StarView series covers motorised
models, the IK10 dome, eyeball camera and
bullet cameras. The motorised lens boasts
a 2.7 to 13.5mm focal length with 5 times
varifocal lens.
Also introduced was the UNV
Navigator PTZ dome, which achieves
smooth movement via an accurate stepper
motor driver. The camera module inside
delivers superior image quality via an
over 22x zoom and Electronic Image
Stabilization functions, and pan speed is up
to 300 degrees per second. It also features
IP66, PoE, Ultra 265 and various smart
functions.

Amir Pirani – Sr. BDM CRK NZ & Hermit Zhang,
CEO of Uniview

The newly released industry-first Ultra
265 Kit combines four IP bullet cameras
and one PoE NVR. Both cameras and
NVR come in plastic and metal options.
Bullet camera features include IP67, three
streams with full fps, 30 meters smart IR,
and 2D/3D DNR. The NVR supports
Ultra 265, cloud upgradeability, zero
configuration and fan-less design.
For more information visit
www.crkennedy.co.nz

NZSM

25

Security and the city—Dahua
introduces new AI products
Dahua Technology held a
new product launch and press
conference at the Ritz-Carlton
Hotel in the southern Chinese city
of Shenzhen on 28 October, one
day before the opening of the 16th
China Public Security Expo (CPSE
2017).
The theme for Dahua’s stand at this
year’s CPSE was “Cloud Ecosystem, Smart
Future”, the catchphrase encapsulating
the fusion of cloud computing, big data,
artificial intelligence (AI), deep learning
and the Internet of Things (IoT) with
smart city security.
At the pre-CPSE press conference was
a ‘what’s what’ of new products on display
at show delivered by a ‘who’s who’ of
Dahua top brass. Dahua Chairman, Mr Fu
Liquan, together with CEO, Mr Li Ke, and
VPs, Michael Chen, Mr Zhang Xingming,
and Mr Zhang Wei, held an in-depth
dialogue with well-known industry experts,
business elites and customers.
A key discussion topic was on how
to capitalise on the rise of artificial
intelligence. Facing the unprecedented
opportunity presented by smart IoT,
Dahua has been strengthening its core
capabilities and exploring adjacent
technologies to position itself as a leading
video centric smart IoT solution and
service provider.
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To this end, the Hangzhou-based
company has created an advanced safe city
solution to enable police, transportation
providers and other authorities to deal
with safety threats using fewer police
but delivering a faster response. The
solution is end-to-end, constituting
reliable cameras, integrated platforms and
intelligent technologies to ensure cities are
well guarded and efficiently run.
Dahua’s plans to further consolidate
its position in smart city and commercial
markets include a full-scale entry into
the consumer market, a big international
brand development push, and
establishment of global sales and service
infrastructure. Dahua plans to court
more international partners “to meet the
technical and business challenges brought
by disruptive innovation in the era of
Artificial Intelligence.”
Artificial intelligence drives the future
During the press conference, Mr Zhang
Xingming, General Manager of the
Dahua R&D Center, outlined the changes
arising from AI in terms of improving
business productivity and transforming
business value. According to Mr Zhang,
Dahua aims to drive this industry
transformation by building a ‘Cloud
Ecosystem’.
Dahua Video Cloud technologies
include intelligent cloud storage, multi-

dimensional big data, a cloud magic cube
platform, traffic management cloud and a
cloud operation and maintenance centre.
Its line of smart storage products integrate
intelligence with cloud storage and video
surveillance platform technologies into an
end-to-end total solution.
Mr Zhang also noted the release
of Magic Cube, which transforms
Dahua Video Cloud capabilities into a
microservice capable of achieving unified
app store publishing, unified management,
and unified interface. It enables Dahua’s
partners to develop a complete solution in
much shorter time.
Importantly, Mr. Zhang introduced
Dahua advanced converged architecture
X80 product, which converges computer,
switch, storage, AI computation, business
logic into a single box.
This solution supports 130 million
person/day face modeling, 800 channels
of real time video structuring, and 20
billion people/second real time face
comparisons to meet the needs of cities
with populations of up to 10 million. It
also delivers a 40 percent reduction in
power consumption and a 60 percent cut
in space occupation.
New solutions
Dahua’s multidimensional big data
platform merges video, RFID, facial,
vehicle, and other types of data, creating
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complete individual profiles in real
time according to factors such as space
and time, social relationship, and other
characteristics.
In the area of Artificial Intelligence,
the new “DeepSense” AI-powered series
data servers are set to greatly enhance
the efficiency and application value
of security video big data. The highcapacity video analytics server delivers a
powerful, scalable method of extracting
rich metadata and processing structural
data.
DeepSense intelligent transportation
cameras use deep learning algorithms to
enhance the intelligence of data mining
operations. This delivers fast and accurate
analytics for vehicles, non-motorised
vehicles and human identification.
Dahua’s transportation big data
platform, for example, can predict the
status of traffic 15 minutes into the
future, thus optimising traffic signal
management. The ‘Smart’ series of
traffic cameras is the world’s first to use
global shutter CMOS, and it boasts the
industry’s biggest 9 Mega pixel sensor.
Utilising the advantages of edge
computing, the DeepSense series, boasts
narrow bandwidth, low latency, high
security, good reliability and low cost.
Its “Sharp eye” all-in-one camera
adopts the Movidius solution, realising
full scale capture of details and capable
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of supporting real-time comparison
of eight face attributes and eight body
characteristics in a database of up to one
million records.
The DeepSense series NVR uses
the NVIDIA TX1 and INTEL FPGA
solution to realise fusion analysis,
comparison, retrieval and storage,
supporting 32-channel real-time video
structuring and real-time comparison
of 100,000 face database. The series’
video structure server uses NVIDIA P4
solution, supporting 192 real-time video
structuring and 256-channel real-time
comparison within a 100 million-face
database.
Cameras and sensors
The newly launched ultra-highresolution Guardian panoramic
series has a maximum resolution of
32 megapixels. It utilises innovative
stitching fusion technology to solve the
technical problem of monitoring superlarge scenes.
The Aurora camera series adopts
SONY 4.63μm starlight big pixel
technology and multi-spectral imaging
technology. Innovative fusion algorithm
is used to calibrate color signal and
brightness signal of each spectrum for
noise reduction and to perform image
fusion processing. It achieves over 20
times enhancement of the low-light

imaging performance, subverting the
color imaging visual experience in the
lowest illumination.
In coaxial HD, Dahua has launched
HDCVI 4.0, which supports 4K realtime transmission, audio high fidelity
and integrated IoT sensing technology.
HDCVI-IoT, integrates temperature,
humidity sensors and traditional wireless
alarm signal with video.
Dahua Smart Thermal series products
integrate the intelligent perception,
intelligent identification, intelligent
analysis, intelligent tracking, intelligent
linkage and other intelligent functions, to
create new data value.
Another recent launch is Dahua’s first
AI-powered smart X-ray detection server,
which automatically identifies control
items such as knives, umbrellas, batteries,
and liquids, realizing a substantial
increase in detection rate and reduction
in operating costs.
Portrait big data, also recently
launched, uses the time and space
information of a target person’s
trajectory and face attribute to identify
people accompanying the target. Its
human body posture analysis adopts joint
point positioning technology to achieve
non-face people detection and search.
For more information, visit
www.dahuasecurity.com to learn more.

NZSM

27

Police shy on body-worn
cameras in spite of evidence
The international law enforcement community is embracing body-worn camera (BWC)
technologies, but NZ Police is in no hurry. Ultimately, it comes down to a cost-benefit
analysis in which the former appears to be outweighing the latter, writes Nicholas Dynon.
Calls for police in New Zealand to
start using body-worn cameras
reached a crescendo in July last
year with the fatal shootings by
police of 36-year-old Nick Marshall
in Hamilton and – days later –
35-year old Shargin Stephens in
Rotorua.
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Mr Marshall was shot five times by
AOS officers after he pointed a shotgun at
police and chambered rounds while they
executed a search warrant at a warehouse
where he was operating a business in
Hamilton on 12 July.
Two days later, in an unrelated
incident, police used pepper spray and
tasered Mr Stephens three times before
shooting him on 14 July. On electronically

monitored bail at the time, he had hours
earlier cut off his monitoring bracelet and
attacked a passing police car.
Aggressive and allegedly high on
methamphetamine, he had wielded a
machete and ignored police directions to
drop the weapon.
In the aftermath of Mr Marshall’s
death, his partner Kendyl Eadie, who
had been on the scene, branded police
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Letter from Erica
Wrapping up 2017 and unwrapping 2018 provides me with a real sense
of excitement. The last year has been peppered with success stories
from individual companies and industry in general. The spotlight has been
brightly shone on developing staff skill sets, and in turn empowering both
business and workforce.

It’s this proactive approach, or some might say, nurturing by companies
and industry, which heartens me as we launch into 2018. Empowering
employees, empowers business and industry. Seeing first-hand how staff
are benefiting from engaging literacy support, makes me proud to be part
of this ever-changing industry.

I remember when a person’s physical presence would often lead to
successful recruitment into the sector. Now, we’re hearing more and more
stories of recruiting because of a person’s approach and desire to help
others. And, with that has come a real awareness around the value of
supporting professional development.

Security has experienced solid growth in recent years, and I’ve no
doubt that continued investment in the upskilling of staff will lead to the
unwrapping of more positivity in 2018. For me, it’s all about developing
pathways to help both staff and industry grow. The industry is more
than just manpower, and we recognise that. Our power is in the men
and women who are the salt of our businesses and industry. Let’s keep
empowering them, as piece by piece, we unwrap a successful 2018.

In 2018, Skills will launch practical qualifications with resources written in
plain English to support Officers, Technicians and Communication Centre
staff. I’m determined to support the growth of the industry through both
upskilling and retaining staff. My support focus will feed both industry
demand to empower staff, and the needs of staff to further their careers.
As well as full qualifications, Skills will be developing new short courses
that will allow learners to become recognised for specific skills, as well as
letting them develop new skills. Short courses will focus on developing
both security specific and general skills. This will expand the scope of the
workforce and provide a professional development pathway into further
education for those who show a real interest in a subject.

“cold blooded killers”. She posted on her
Facebook page that in contradiction to the
police version of events, Mr Marshall had
been neither armed nor threatening,
The two shootings led Lawyer Michael
Bott to make repeated calls in the media
for the introduction of BWCs, including
in the August 2016 issue of NZSM. The
technology, he said, could be used to
record such incidents and avoid the need
to rely solely upon officers’ notebooks and
recollections.
“It appears to me that these cameras
are a valuable tool in the sense that they
protect police from false or malicious
allegations of police violence,” he told
NZSM, “but also they protect the public
because it enables an independent decision
maker to look at the potential video
footage and decide in the instance of each
particular case whether the actions of the
officers were in fact appropriate.”
Details of the shooting were revealed on
21 June in an Independent Police Conduct
Authority (IPCA) report, which found
officers were justified in firing, despite Ms
Eadie disputing the police version of events.
“After considering all the available evidence
and on the balance of probabilities,” stated
the report, “the Authority prefers the
officers’ version of events.”
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It goes without saying that we’d love to hear more of your success
stories, so that we can continue to be inspired!

Wishing you and your families a safe and happy Christmas & New Year –
I’m really looking forward to seeing what 2018 has in store.

Erica Quayle
Skills Industry Manager - Security

Responding in the media to the IPCA
report, Mr Marshall’s father stated that the
police should introduce compulsory bodyworn cameras for all armed and frontline
officers.
A 6 July IPCA report also found police
were justified in shooting Mr Stephens.
The shootings, however, were not
the first time the potential for New
Zealand police wearing BWCs had been
raised. At the NZ Police Association’s
annual conference in October 2015,
mobility manager Inspector Rob
Cochrane had commented that the
filming of arrests or altercations could
provide prosecutors with the evidence
they needed to convict whilst avoiding
the complication of ‘he said-she said’
arguments arising in court.
“It’s not an issue in New Zealand at
the moment,” Police Association president
Greg O’Connor said at that conference,
“but it’s going to be.”
International take-up
An article in The Listener appearing two
weeks after the July 2016 shootings, and
noting high rates of police shootings in
the US, commented that “given overseas
experience, the case for police body
cameras seems incontestable.”

Internationally, the take-up of BWCs
by law enforcement had already gathered
significant steam, driven by the need
to restore public trust in police forces
embattled by allegations of unnecessary
use of force.
In December 2014, the Obama
administration pledged USD 75 million
in new federal funding specifically for
the purchase of 50,000 BWCs for law
enforcement officers across the US. This
had come in the wake of national and
international public outcry over the fatal
police shooting by a white police officer of
Michael Brown, an unarmed black teenager,
in the town of Ferguson, Missouri.
Protests in Ferguson followed Michael
Brown’s death and a grand jury’s decision
not to charge the officer involved with
murder. A justice department investigation
had also found widespread alleged racial
bias in the police force.
According to a recent study, black
males aged 15-34 are nine times more
likely than other Americans to be killed by
law enforcement officers.
The Obama funding pledge not only
highlighted the need for a solution to
provide a definitive record of police
activities, but also the solution itself: bodyworn cameras.
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But the reputational damage to police
forces as a result of fatal shootings and
the contested justifications for them has
not been limited to the US.
In the UK, which boasts the world’s
highest concentrations of CCTV and
BWC, it was announced in August that
head-mounted cameras, fitted to baseball
caps and ballistic helmets, were being
issued to all armed response units in
Scotland Yard’s firearms command.
It is part of the largest rollout of
body-worn cameras by any police force
in the world, and a move seen as a bid to
restore public confidence after a series
of violent clashes following shootings. It
came just weeks after it was announced
the number of fatal police shootings in
England and Wales had reached its highest
level in more than a decade.
NZ in comparison
In England and Wales (population 60
million), the number of people who have
died as a result of police shootings since
2012 is 15 – considerably lower than in
the US (population 316 million) where
the number so far in 2017 alone stands
at 836.
So where does New Zealand
(population 4.7 million) stand in fatal
police shooting statistics. According to a
May 2017 New Zealand Herald report, in
the past five years 18 people have been
shot by police. 10 have died.
In April 2017, North & South noted
that over the past 10 years, New Zealand
police fatally shot people at twice the
rate of the Australian state of Victoria.
“Compared with the English and
German police forces, it stated, “New
Zealand police kill at closer to 10 times
the rate.”
One of the last Australian states or
territories to make the move to BWC,
the Victorian Government has this year
committed funding for 7,700 body-worn
video cameras for its police over the next
three years. It’s also pushing legislative
change through state parliament to enable
the deployment.
In Victoria’s case, renewed calls for the
use of BWCs came during a 2016 Royal
Commission into Family Violence, which
recommended that police trial the devices
to collect statements and other evidence
from family violence incidents.
The evidentiary effectiveness of
BWCs in domestic violence cases seems to
have been front of mind for then Justice
Minister Judith Collins, who had good
things to say about the cameras upon her
return from a trip to London in February
2014.
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According to the minister, UK police
were getting more successful prosecutions
of offenders “because the victim doesn’t
end up having to give any evidence because
the camera, essentially, is giving the
evidence, along with the police officer.”
Since then, there have been trials by
NZ Police of officers using phones to
record the statements of women reporting
domestic violence immediately after an
attack, but that appears to be as far as
things have come.
In the meantime, the NZ Department
of Corrections and a swathe of local
government organisations have piloted
and rolled-out BWCs for their frontline
staff. The Health and Safety at Work
Act 2016 has played a big role in driving
councils to take up the technology for
parking wardens and other compliance
officers who had increasingly been
subjected to assault.
Thus, despite the media surrounding
recent police shootings in New Zealand
and strong evidentiary arguments for the
police use of BWCs – despite previous
ministerial interest in them given NZ’s
notorious domestic violence record – and
despite local councils finding no major
barriers to their adoption, there has been
no sign that NZ Police is any closer to
acquiring body-worn cameras.
A cost-benefit consideration
In a Radio NZ interview the day after the
July 2016 Rotorua shooting, Deputy Police
Commissioner Mike Clement (acting
Commissioner at the time) commented
that while Police are open to the use of
BWC, introducing them was not a simple
matter.
“The back end in terms of storage
of the data and having access to it and
maintaining the integrity of it - they are
not set in stone and easy things to unpick
and make sure that they are in place
before you embark down this path,” he
said, further stating that a decision may
be made not by the police, but by the
government.

Data integrity, chain of evidence and
privacy issues have already been navigated
by the dozens of law enforcement
agencies internationally that have adopted
the technology. Although policy alignment
has been uneven, New Zealand’s path
has arguably been smoothed by the early
adopters.
The big issue is cost. BWCs are
expensive. It’s the reason why Canada’s
largest police service – the RCMP –
earlier this year decided to abandon plans
to adopt BWCs. The technology requires
long-term investment by police services
that are often already cash-strapped.
Much of the expense is in ongoing
data handling costs as opposed to the
cameras themselves.
According to a 2017 study, the New
South Wales Police Force produced 930
terabytes of recorded video per year
with its 350 BWCs. The costs involved
in storing and managing that data was
estimated at AUD 6.5 million per year.
The cameras themselves were bought for
less than 10% of that amount.
Given that the widespread
deployment of BWCs in the US and
UK came only after government
funding commitments in the wake
of reputationally disastrous police
shootings, perhaps the simple
explanation for non-deployment locally
is that New Zealand has not yet had its
‘Ferguson moment’.
On the contrary, NZ Police remains
well within the public’s trust. So much
so that it was a winner at the IPANZ
Public Sector 2016 Excellence Awards,
taking out the ‘building trust and
confidence in government’ category.
Commenting on the win, Judith
Collins stated at the time that trust and
confidence in the Force had increased
“from 69 percent in 2007/8 to 78
percent in 2014/15.”
And this despite the same period
delivering the highest concentration of
fatal police shootings of citizens in New
Zealand Police’s history.
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fired up protection
LOKTRONIC’s expansive product range has just become even
wider with these first class EGRESS and FIRE PROTECTION DEVICES
and PROTECTIVE COVERS.

NEW

STI-1130 Ref. 720-102

STI-WRP2-RED-11 IP67
Ref. 720-062R

Surface mount with horn and spacer
255mm H x 179mm W x 135mm D

Also available in White.

STI-RP-WS-11/CN
Ref. 720-052W
Available in White, Green,
Blue & Yellow.

STI-13000-NC Ref. 720-090
Flush mount, no horn
206mm H x 137mm W x 69mm D

STI-RP-GF-11/CN
Ref. 720-051G
Available in White, Green,
Blue & Yellow.

NEW

STI-RP-RS-02/CI

STI-13B10-NW Ref. 720-092
Surface mount, horn and label optional
206mm H x 137mm W x 103mm D

Ref. 720-058
Cover included.
Flush Mount Available.
•
•

STI-1100 Ref. 720-054

•

Flush mount with horn
255mm H x 179mm W x 86mm D

•

•
•
•
•
•

STI-6518 Ref. 720-060
Flush mount, no horn
165mm H x 105mm W x 49mm D

STI-13210-NG Ref. 720-093
Surface mount, horn and label optional
206mm H x 137mm W x 103mm D

Approved to EN54-11
Current Rating: 3 Amps @ 12-24V DC, 3 Amps @ 125-250V AC
Material: Polycarbonate
Comes with Clear Cover
2 x SPDT switches
Positive activation that mimics the feel of breaking glass.
Visible warning flag confirms activation.
Simple polycarbonate key to reset operating element - no broken glass.
Dimensions: 87mm Length x 87mm Width x 23mm
Depth (Flush Mount) & 58mm Depth (Surface Mount)

STI-6255 Ref. 720-042

Mini Theft Stopper discourages inappropriate
use of equipment. Sounds a powerful 105
dB warning horn when activated. Tough, ABS
construction. Reed switch activation for cabinets
and display cases or unique clip activation for
freestanding equipment. Does not interfere
with use of protected fire fighting equipment.
Compact design 85mm H x 85mm W x 25mm D.

All STI ‘Stoppers’ are made of tough, UV stabilised
polycarbonate. Many can be supplied with or without
a 105 dB horn. Other models and sizes available
including weather resistant options.

STI-6720 Ref. 720-047

Break Glass Stopper. Keys under plexiglas.
Protects emergency keys from inappropriate use.
Keys remain visible. Fast, easy installation. Simple,
inexpensive plexiglas. 3 year guarantee against
breakage of the ABS housing within normal use.

NEW

Battery Load Tester Ref. 730-101

Fire Brigade Alarm: (Closed/Open) Ref. 730-231

Anti-Interference Device

ViTECH, strong, lightweight aluminum case, 5, 15
and 30 amp battery load tester for fire and alarm use.
Weight: 500gms, Size: 165mm x 90 x 70mm.

ViTECH branded Type X (730-230) and Type Y (illustrated) models with
temperature compensated pressure transducers with digital display
showing pressures for defect, fire and pump start.

Ref. 730-400 series
ViTECH AID for sprinkler valve
monitoring; fits all ball valve sizes.

Loktronic Limited Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
mail@loktronic.co.nz www.loktronic.co.nz

22014

ViTECH products are designed and produced in New Zealand.

Do body-worn cameras discourage
undesirable behaviour?
Does the deployment of body-worn cameras actually reduce the threat of aggressive
behavior towards guards and frontline enforcement staff? We take a look at two key
studies providing an international and local perspective.
Cambridge-RAND trials
Claiming to be one of the largest
randomised-controlled trials in criminal
justice history, the University of
Cambridge and RAND Europe conducted
ten trials throughout 2015/14 looking
at body-worn cameras’ use in law
enforcement.
This research, led by Dr Barak
Ariel at the University of Cambridge,
encompassed eight UK and US police
forces, 2,122 participating officers, a total
population of two million citizens, and
covered two million hours across 4,264
shifts.
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Focusing on assaults against officers,
use-of-force by officers and complaints
against police by the public, the research
threw up what were widely regarded as
surprising results.
In particular, the study found that
rates of assault against officers during
arrest were 15 percent higher when
BWCs were being deployed, compared
to shifts where they were not. The
research team offered two plausible
explanations for this.
According to Alex Sutherland,
Research Leader at RAND Europe, “there
is an argument that the video monitoring

might make police officers less assertive
and more vulnerable to assault, meaning
that the actual rate of assaults increases.”
At the same time, notes Sutherland,
“police officers might feel more able and
equipped to report assaults against them
once they are captured on camera, even
if the officer does not sustain visible
injuries.” According to this explanation,
the footage may give officers evidencebased confidence to report assaults that
they would have otherwise lacked.
The Cambridge-RAND study appeared
to ring true in the case of Christchurch
City Council, which noted that the number
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of assaults and abuse being reported by
its parking wardens had increased in the
past 12 months despite them being issued
BWCs in April 2016.
The council’s transport operations
manager Aaron Haymes told New
Zealand Herald that the BWCs
encouraged staff to report incidents
more due to the footage providing
reliable evidence. “This means it’s
more likely that somebody will be held
to account for their actions, and that
encourages staff to report.
“Our experience has shown that the
body worn cameras have increased safety
for our staff by lessening the seriousness
of incidents and discouraging undesirable
behavior,” he said.
Interestingly, the Cambridge-RAND
study also found that if officers turned
cameras on and off during their shift then
use-of-force increased, whereas if cameras
were kept rolling throughout a shift, useof-force decreased.
“If an officer decides to announce
mid-interaction they are beginning to film,
for example, that could provoke a reaction
that results in use-of-force,” Principal
Investigator Barak Ariel said.
On the contrary, continued filming
that is declared early to the filmed party
resulted in more desirable behavioural
outcomes. “The combination of the
camera plus the early warning creates
awareness that the encounter is being
filmed, modifying the behaviour of all
involved,” said Ariel.
NZ Corrections Department Pilot
In November 2012, the Corrections
Department embarked upon a programme
to improve issues affecting staff safety.
The chief executive appointed an Expert
Advisory Panel to investigate staff safety
and advise on potential solutions, resulting
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in a piloting of BWCs.
According to authors of a summary
of the pilot titled On body cameras in
prison, NZ Corrections Chief Custodial
Officer Neil Beales and Manager
Operations Support Leigh Marsh, an
issue considered by the Panel was how
to reduce confrontation between two
parties escalating into verbal and physical
assaults within the high-tension context
of the custodial environment.
“In their initial report, wrote Beales
and Marsh, “the Panel indicated that the
use of overt recording devices during
incidents of escalating conflict could
potentially significantly reduce the severity
of such incidents, and the likelihood of
the situation escalating further.”
A trial designed to test this theory
using BWCs was staged over a sixmonth period in 2014 in two locations:
a high security unit at Rimutaka
Prison and a maximum-security unit
at Auckland Prison. Around 30 staff
and over 300 prisoners were involved,
producing 26 hours of recorded footage
across 157 events (where an officer
activated their camera for safety or
evidential reasons).
Trial feedback from both officers and
prisoners indicated there was an increase
in actual and perceived personal safety.
“The trial produced some evidence to
suggest that when custodial officers are
equipped with BWCs there are reductions
in frequency and intensity of assaults,
and fewer occasions when physical force
is used to resolve incidents,” Beales and
Marsh wrote.
The trial recorded no serious assaults,
five non-serious/non-injury assaults, and
nine events where the prisoner “either deescalated in the presence of the camera or
clearly stated they would have struck the
officer if the camera was not there.”

According to Beales and Marsh,
analysis of all incidents over 12 months
prior to the trial and during the six
months of the trial demonstrated an
overall reduction of incidents of between
15 and 20 percent. The analysis also
demonstrated a reduction in the severity
of incidents.
“The presence of these alone has
helped draw a positive outcome to most
incidents that may have before escalated
further,” said one officer in feedback on
the trial.
“Prisoners think twice about acting
in an aggressive manner around staff
whether it be to staff or another prisoner,
also it has been said by prisoners that it
can reassure them too,” said one officer.
Since the cameras came into our unit I
have not had a single negative comment
from prisoners. If we remain professional
at our job we have nothing to worry
about.”
According to Beales and Marsh,
analysis of the trial results identified the
following high-level findings:
•

•
•
•
•
•
•

•
•
•

The frequency and intensity of assault
events is reduced and the likelihood of
physical force being required to resolve
incidents is reduced
The presence of the cameras has a
calming effect on the wider unit
Staff feel safer and more confident
when equipped with a BWC
A feeling of ownership of the camera
has a positive effect on uptake by
officers
Camera footage has supported internal
misconducts and external prosecutions
The cameras have provided
officer training and development
opportunities
The cameras have provided prisoner
coaching opportunities where footage
has been used to challenge prisoner
behaviour
The cameras’ effectiveness to modify
behaviour is dependent on how they
are applied
The cameras keep officers
professionally safe (preventing false
accusations and complaints)
Costs associated with injuries sustained
by staff when managing prisoners are
reduced.

The findings of the trial were accepted
by the Corrections Executive Leadership
Team and a decision made to proceed
to a wider roll-out of BWCs in high-risk
areas. The Reveal system provided by New
Zealand distributor CERT was ultimately
selected by Corrections.

NZSM

33

Health and safety driving
take-up of body-worn cameras
Several councils have piloted or rolled-out BWCs for frontline staff. With the Health and
Safety at Work Act 2016 driving take-up of the technology for parking wardens, animal
welfare officers and ticket inspectors, are we likely to see more security guards sporting
vest-mounted cameras?
From the numerous media reports of assaults on
parking oﬃcers to the depiction of the hapless ‘meter
reader’ in Hollywood’s School for Scoundrels, verbal
and physical assaults on parking attendants is a welltrodden theme in public discourse.
A search on YouTube for ‘parking officer assaulted’ will net
you a long list of videos cataloguing the tirades and violence
unleashed by spiteful drivers on parking personnel doing their
job. These range from the absurd Angry Old Man Calls Parking
Attendant A C Word 13 Times In Less Than 3 Minutes to the
disturbing Parking Officer takes Violent Kick to the Head Karate-Kick knocks him out.
Stuff.co.nz reported in February 2015 that the number of
incidents of “serious” abuse against parking officers reported to
the Christchurch City Council in the previous five years numbered
50, and that half of the 86 physical altercations reported in the
previous four years in Auckland had left officers with injuries.
That article cited Service and Food Workers Union organiser
Russell Taylor as saying official reports of violence were just the
tip of the iceberg and that there were factors that discouraged
officers from reporting everyday abuse. Various reports suggest
that abuse rates have been on the increase.
The abuses have prompted a number of councils to conduct
trials of BWCs in order to ascertain whether they have a positive
effect in defusing aggressive behaviour. In many cases, trials have
led to full implementation.
The Health and Safety at Work Act 2016 has been a big
driver. Its focus on employer obligations to ensure the safety and
wellbeing of staff, and BWCs are seen by councils as a means of
protecting their staff.
Councils quick to adopt
Brad Dannefaerd, Managing Director of CERT Systems, a major
supplier of BWCs in New Zealand, first came across the cameras
when he was a Fisheries Officer with the Ministry of Fisheries.
Since 2008, CERT has sold in excess of 1,500 cameras
manufactured by Reveal Media, the market-leading supplier
of BWCs in Europe and Asia. CERT has supplied over 40
organisations, including central government agencies, such as the
Department of Corrections, and local government, including the
Wellington, Auckland and Christchurch City Councils, and many
others.
“I quickly discovered that while all the cameras captured
evidence, it was the Reveal camera with its forward-facing screen
that actually achieved positive behaviour modification of the
person I was dealing with,” Brad told NZSM. “Rather than simply
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recording the subject’s behaviour, the Reveal camera actually
deescalated things and often resulted in the subject becoming
cooperative.”
The forward-facing screen was a key factor leading to
Tauranga City Council’s decision to go with Reveal. From 7
March, its parking officers began wearing the cameras.
According to Stuart Goodman, Team Leader of Tauranga
City Council’s Parking and Bylaws area, the cameras were effective
in acting as a deterrent. “Over the trial period, parking officers
noticed that the cameras had a positive effect on the attitude
and demeanour of members of the public and fewer conflicts
escalated,” he said.
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A feature of the camera noted by Mr Goodman was its ability
to continually film and overwrite itself by recording in 30 second
intervals.
“If the parking officer feels an altercation is escalating, they
have the ability to tap the camera so that it continues recording
past the 30 seconds. Once tapped, the camera will then retain the
previous 30 seconds prior to an incident occurring.
Dunedin City Council followed Tauranga in April, with BWCs
deployed on designated parking and animal services officers. The
council bought 10 units for staff to be worn when they are on patrol.
Also in April, Wellington City Council rolled out the cameras
to around 60 parking officers. This followed an almost 12-month
trial period in which officers had found the cameras effective in
defusing aggressive behaviour and avoiding further conflict.
Reveal’s cameras come bundled with its award-winning DEMS
industry-leading digital evidence management software. Providing
a robust trail of evidence, additional licenses can enable DEMS
to manage the full range digital evidence (CCTV footage, digital
audio files, still images etc) collected by an organisation.
DEMS is widely reputed for its ease of use, having been
developed through close partnerships with police forces
internationally. The system is protected by AES256 bit
encryption, password controlled access levels and an encrypted,
full audit trail.
It was a noted feature of the Reveal solution procured by the
SPCA for its recording of evidence for animal welfare prosecutions.
“It’s great at the end of a shift to be able to simply automatically
upload the footage onto DEMS and know it’s secure,” explained
Monique Hagedoorn, SPCA’s Service Delivery Coordinator.
BWCs and security guards
While the deployment of BWCs for council enforcement staff
has clearly gained momentum in New Zealand, uptake remains
limited elsewhere, including among central government agencies
and within the private security sector.
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Despite having previously considered the use of BWCs,
NZ Police is yet to commit to the technology. Cameras have
been trialed, however, within public transport networks, and
NZSM understands that NZ Customs has plans to consider the
technology for its frontline staff.
A small number of security companies have trialed the
cameras or deploy them in limited circumstances, but New
Zealand Security Association CEO Gary Morrison expects the
use of body worn cameras to become more prevalent.
“The specification of body worn cameras will to a large extent
be driven by our customers as there is greater awareness of their
use overseas and increased use within New Zealand, however
we are aware that some of our members also have an interest in
introducing body worn cameras for certain roles,” he told NZSM.
“The NZSA does not have any formal policy specific to body
worn cameras however we support the introduction of any new
technology that improves the efficiency or quality of service
delivered and provides additional safety for security staff and the
public, subject to that technology being proven and utilised with
appropriate controls such as training and policy around when,
where and how it is used.
According to Gary, the NZSA is working with key industry
stakeholders in the development of industry guidelines that
provides good practice guidelines for all stakeholders within the
security industry.
“We envisage that document will provide the current state
of knowledge (best practice) on the safe provision of security
services in New Zealand and will specifically cover issues such as
the use of body worn cameras,” he said.
Reveal will release its new range (D-Series) of cameras and
a new version of DEMS (DEMS 360) early in the new year.
These cameras and software will offer some significant additional
features over the current RS Series.
For more information, visit www.cert.co.nz
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Expert Insight

Covert CCTV and the Private
Investigators’ Code of Conduct
In this multi-part series, security consultant David Horsburgh examines some of the
misconceptions around the use of covert CCTV, showing how statutes and case law
identify best practice. This second instalment focuses on the applicability of the Private
Investigators’ Code of Conduct to the installation of covert CCTV.
The chief executive of a retail
organisation with its head oﬃce in
Auckland and outlets throughout
the country has received
information that his Wellington
manager is entering the Wellington
store during weekends to steal
large quantities of company stock.
The chief executive engages a private
investigation company to install covert
CCTV cameras in the Wellington store,

David Horsburgh, CPP PSP PCI, is a Licensed
Security Consultant and Managing Director
of Security Risk Management (NZ) Limited.
His three-decade career with the NZ Police
and NZSIS, included roles in the Criminal
Investigations Bureau and as a detective in the
Special Investigations Unit conducting covert
investigations of criminals.
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without the knowledge of the local
manager, to assist in the investigation.
This article contends that such an
installation may be unlawful.
The New Zealand security industry
is regulated by the Private Security
Personnel and Private Investigators Act
2010. Section 115 of that Act empowers
the Governor-General to create a code of
conduct for different classes of private
security businesses and employees.
In 2011, a Code of Conduct was
created for private investigators, restricting
their use of surveillance devices.
Under the Code, two types of
buildings are specified: Private Dwelling
and Private Property. The rules governing
the use of surveillance devices by private
investigators differ between these two
building categories:
Private Dwelling
1. A private dwelling is a building used
as a residence and includes a garage,
shed or other building connected with
a residence.
2. A private dwelling does not include
a verandah, patio, decking, other
enclosed structure or outdoor area
around the residence.
3. A private dwelling does not include
part of a residence used exclusively for
business purposes.
4. A private investigator may only
undertake surveillance in a private
dwelling if every lawful occupier has
consented to the surveillance.
5. A private investigator may undertake
surveillance of a private dwelling
from a public place without consent
but the investigator cannot use any
surveillance equipment

Private Property
1. Private property means any property
or part of any property that, at the
material time, the public do not have a
general license to enter.
2. Private property excludes a private
dwelling.
3. A private investigator may only
undertake surveillance in or on a private
property if every lawful occupier has
consented to the surveillance.
4. A private investigator may undertake
surveillance of a private property from
a public place without consent and
the investigator may use surveillance
equipment.
5. However, the surveillance equipment
can only be used if the activity
can be observed from the public
place without the aid of any such
surveillance equipment.
The table on page 37 illustrates when
surveillance equipment may be installed
or used by a private investigator and when
the use of such equipment is prohibited:
Lawful Occupier
The Code of Conduct does not define
the term “lawful occupier”. The Ministry
of Justice has indicated that the term may
include a property owner, leaseholder or
employer. However, case law indicates
the expression may also include company
directors and employees who, in the course
of their employment, exercise significant
control over the work environment.
Such persons might include members
of the C Suite, such as chief executive
officer, chief information officer, chief
financial officer, and chief operating
officer. Depending on the specific work
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environment the term might include
managers and assistant managers.
The Court of Appeal case Polly v
Police (1984) [1 NZLR 443] provides some
assistance on establishing a meaning of the
wording. This case involved the arrest of a
person for wilful trespass who had refused
to leave a Wellington hotel after being
warned to do so by the hotel’s assistant
manager.
The grounds for appeal included
whether the assistant manager had
authority to trespass the person. The
Court held that the assistant manager was,
at the relevant time, the person in control
of the premises and, as such, the assistant
manager was in lawful occupation.

In delivering the judgement,
McMullin J stated (at p. 448), “Persons
of managerial rank or executive status in
the employ of a corporation should be
treated as being in lawful occupation of
the premises which the corporation holds
as owner, lessee, or under other form of
tenure.”
Security License Categories
Within the security industry, companies
and individuals frequently carry multiple
licenses, such as private investigator,
security consultant, and security
technician. Each category provides
authority to undertake different types of
security work.

Surveillance Equipment Use

Dwelling

Private Property

Install / use surveillance equipment with
the permission of every lawful occupier

Yes

Yes

Install / use surveillance equipment with
the permission of some lawful occupiers

No

No

View activity inside building from a public
place without consent and without using
surveillance equipment

Yes

Yes

Use surveillance equipment to view and/or
record activity inside building from a public
place without consent

No

Use of surveillance equipment from a public
place without consent to view and/or record
activity in the grounds around a building

Yes

Yes
(See Note 1)

Yes

[Note 1: Surveillance equipment may be used without consent but only if the activity can be
observed with the unaided human eye. This appears to restrict the use of long focal length lenses or
binoculars to see activity within private property that is not clearly visible to the human eye.]

December 2017/January 2018

A security technician is authorised to
install cameras for the purpose of detecting
the commission of offences, but this
category of license is not subject to the
Code of Conduct for Private Investigators.
Some security operators who hold
both private investigator and security
technician licenses have, in the past,
switched their status, asserting that they
are operating as security technicians while
installing cameras rather than as private
investigators so as to avoid the Code of
Conduct provisions. It is argued that this
practice does not enable a licensed private
investigator to elude the Code.
The practice of ‘changing hats’ was
examined in the case Dieter Ravnjak v
Wellington International Airport Limited
(2011) [NZEmpC 31 WRC 12/1].
Although the case related to alleged
breaches of section 52 of the former
Private Investigators and Security Guards
Act 1974, which prohibited private
investigators from taking any photograph
or videotape recording without
consent, it is argued that the decision is
relevant to provisions within the newer
Private Security Personnel and Private
Investigators Act 2010.
In this case, the camera installer was
licensed both as a private investigator and
as a security guard. He claimed that when
he installed the camera he was carrying
out his duties as a security guard and was
therefore not in breach of section 52.
Chief Employment Court Judge
Colgan held that the purpose for installing
the CCTV camera was to assist in an
investigation and the installer was fulfilling
his role as a private investigator. The
court held that the camera installation was
unlawful.
It is therefore argued that if the
installation of video surveillance
equipment is undertaken directly by a
private investigator or is facilitated by him,
the code of conduct will apply.
The Code of Conduct regulates the
use of surveillance devices by private
investigators. If the Code is breached, the
video evidence may be ruled inadmissible
and the private investigator may be
sanctioned.
In reference to the example quoted
at the start of this article, it is contended
that the installation of surveillance
equipment by the investigator, without
the consent of the site manager, may be
in breach of the Code of Conduct. If a
private investigator is engaged by a client
to facilitate the installation of CCTV
equipment, it would be prudent for
that investigator to ensure every lawful
occupier of the premises has consented.
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Opinion:

Guarding in a
post-compliant
society
Lincoln Potter PSP argues that guarding ain’t what it used to be. Stuck between a
public that seems less interested than ever in doing the right thing and a legal system
that provides little enforcement legitimacy, front line security officers are faced with an
increasingly impossible – and hapless – task.
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Security personnel, security companies and stakeholders
are finding it increasingly diﬃcult to supply services
that achieve a reasonable outcome when dealing with
members of the public in diﬃcult or conflict situations.
Take the 27 October brawl between customers at Pak ‘n’
Save’s Mangere store in Auckland for instance. Store security
bravely stepped in to break up a fight between several men that
seemed to erupt out of nowhere in the aisles of the supermarket
as shoppers looked on from behind their trolleys in shock.
And what about the countless incidents in which guards
are indeed the target of violence? It’s not just high-tension
environments like hospitals, mental health facilities, courts and
prisons where guards can expect verbal and physical abuse – and
are having to armour-up accordingly.
Whether trespassing, excluding or removing, dealing with
disorderly behavior and breaches of the peace, breaking up fights,
apprehending shoplifters, recovering stolen items, bag searching
and controlling access, it’s more likely than ever that a guard will
cop an earful or a king hit. And it’s just as likely to happen in a
shopping mall on high street as it is outside a pub at 3am or on a
site in the industrial badlands.
Achieving resolution in escalating situations involving a
member of the public who is not in the least interested in
anything a guard has to say has become extremely problematic,
and mitigating the risks to staff and companies, whether it is HSE
or civil litigation, has become a huge concern to industry.
Was it always like this?
No, it wasn’t. In my retail experience, I apprehended some 473
shoplifters. Other officers I worked with were catching upwards
of 700 in a year. This was in the early nineties; there rarely were
any fights or instances of verbal abuse, and we had a high success
rate in recovering goods.
Successful resolution of other offences was also high – and
with minimal conflict. Industry and stakeholders were happy with
the level of service being provided. Were we better trained? Did
we have any specific skill set that enabled us to achieve this? What
has changed?
Security officers have no special powers and the acts of law
that support us are very weak. The key skill of officers thus
lies in their ability to get people to acquiesce, ie. “the reluctant
acceptance of something without protest.”
The fact is that people are no longer naturally prone to
acquiescence. People will not comply anymore. The one thing that
we relied heavily on to do our job has gone and it’s not coming
back.
People and society have changed considerably and it’s
impacting on the industry and the environment in which our
guards operate.
It not about respect or civility so much, it’s about civil
compliance.
Plenty of psychologists and social commentators have
observed that society is getting less civil, angrier, anti-social,
and less accepting of being told what to do. Politicians are less
trusted than ever, teachers less respected, and security guards are
regarded as lower life forms than whatever it is we were regarded
as previously.
According to a Cambridge University paper, in a primitive
sense, the influence that compels people to obey authority may
come from the power to reward or punish. “If an individual is
aware that there are definite negative outcomes for deviation and
or positive outcomes for obedience, they will be inclined through
personal fear to obey the will of the authority.”
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In open societies like New Zealand, obedience is more or less
voluntary. You can choose to follow the rules or not. Where there
are rules there are often negative consequences for not following
them. In the case of instructions dished out by a security guard
– who has neither powers nor meaningful support in legislation –
there are no real consequences for failure to comply.
Against this background, a comment made to me recently by
a number of officers comes as little surprise: “we’re just customer
services officers”.
We can’t achieve the level of service that we used to anymore,
but I’m tired of people throwing rocks at the industry and critics
saying it’s a training issue. It’s not the fault of the Industry that
this has happened, and there is nothing that can be done about it.
The sad fact is that people have become increasingly feral towards
security officers.
Training
The mandatory training Unit Standard 27364 is big on
communication, providing officers with better skills in dealing with
people, health and safety, keeping yourself and others safe, and
conflict management. It’s training that wasn’t available in my day.
I certainly see the benefit of it, as did many of my students
when I was teaching it.
However, from experience you can only take this training so
far. If a person is not going to comply with your instructions
there’s no longer anything you can do to change their mind.
Persisting will only aggravate the situation!
Generally speaking (dependent on company procedures),
guards are advised to avoid conflict at all cost, tactically withdraw,
advise comms, request back up and keep themselves and the
public safe until police arrive.
The problem is that no one has told the end users about this,
and this is causing confusion and criticism.
Problem
End users of security services still expect us to be as effective as
we were ten years ago, removing people, apprehending shoplifters
and recovering goods, breaking up fights etc. We can’t effectively
do it anymore, it causes conflict and there are HSE and civil legal
issues to be considered. Many end users are not aware of this and
complain “what’s the point of having security then?”
The security officer’s job is essentially to deter, deny, detect
and delay, but observing and reporting is less problematic than
challenging and engaging. The human interface problem thus
poses a contradiction between what a manned services security
company can effectively achieve and what the end user expects
out of security officers.
Ultimately, security officers are damned if they do, and
damned if they don’t. In the case of a fight in public – the Pak ‘n’
Save example – if the officer steps in to break it up, he/she runs
the risk of breaking standard operating procedures, provoking
company disciplinary action, getting injured or having to resort to
unreasonable force which could land them in court.
Then there are the social media implications, as we’ve all seen
on YouTube.
If the officer does not step in, he/she will still end up on
social media for having stood back and done nothing about it.
This goes against the grain of what a security officer is all about
– security is a state or condition in which people and property are
safe and adequately protected from loss damage and harm.
I spent seventeen years as a frontline security officer. I
couldn’t go back to it, the rock and a hard place of being a guard
today would drive me nuts. But the industry is not to blame for
this.
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Weaponised
acid attacks
in London
Security Institute of New Zealand (SINZ) Chairman Chris Lawton travels frequently to
London, where he reports on the growing concerns over acid attacks and how authorities
are responding.

Commonly called ‘face-melters’,
attacks on people using acid are
dramatically on the rise in London.
The simple statistics show that
the attacks have risen since 2014,
with 166 attacks in that year
compared to 454 attacks in 2016.
It’s fair to say that the attacks are
of huge concern to the public,
workers, emergency services and
government in the London area.
The acid products used in the attacks
can be bought off the shelf – caustic
ingredients including drain cleaner, oven
cleaner, etc – most of them containing
sulfuric acid or ammonia.
The attacks are mainly carried out by
male street gang members who typically
attack male victims, and most attacks are
occurring in East London. The borough
of Newham has had three times more acid
attacks than any other London borough,
with almost 400 of London’s 1,500 reports
over the last five years happening there. But
other areas of the UK are also experiencing
increased incidence of attacks.
While the attacks are usually against
male victims, sadly, internationally the
usual victims are women, predominantly
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in South Asia countries where the acid is
used to disfigure a female victim as a form
of punishment (for more information
on this type of attack, visit www.
stopacidattacks.org).
The street acid attacks in London are
predominantly an attack on another person,
with only some of the attacks being related
to a robbery or similar criminal offence.
They are often used to ensure a better
chance of fleeing the crime scene.

Acid attacks can disfigure their victims,
leaving them devastated, physically scarred
and psychologically impaired. Injuries can
cause long-lasting significant restriction
to limb movement if skin and tissues fuse
together. Some victims are left with highly
visible facial scarring.
While serious youth violence, including
knife and gun crimes, are on the rise in
London, the dramatic rise in acid attacks is
worrying police.

Recent attacks
In July this year, two East London youths
were arrested after committing five attacks
in one day. In September, six people were
injured in a mass acid attack in Stratford,
East London. In October, an 18 yearold youth was charged with murder after
spraying a 47 year-old nurse in the face with
acid near High Wycombe.
In another recent attack a shopkeeper
had acid thrown in his face during a robbery
of his premises. He was hospitalised after
fumes from the acid were inhaled into his
lungs, causing incapacitation.
Commuters on London’s underground
were recently terrified when youths sprayed
lucozade at them in a copycat act after
recent acid attacks. Although the liquid
was lucozade in this case, earlier attacks
using acid had utilised a bottle of similar
appearance.

Official responses
Police response to these attacks includes
the carrying of protective gear and five-litre
bottles of water in police rapid response
vehicles as a first response capability.
Preventive measures include providing
patrol officers with testing kits to allow
them to check the contents of suspicious
bottles of liquid found on tube commuters
and people entering public events.
When responding to these criminal
attacks the fire service also provides the
capability to deploy large volumes of water
rapidly. Pouring water over a victim can
help prevent further damage to skin if
carried out quickly.
The attacks also put extra strain on
health services. A recent news report stated
that the specialist burns service at The Royal
London Hospital in Whitechapel, East
London, has already treated 150 patients

December 2017/January 2018

so far this year. Other services also report
increased casualty and treatment processes.
Poverty amongst young men has been
suggested as an underlying cause for the
increase in attacks, as well as the austerity
drive initiated in 2010 to reduce the UK
government budget deficit, which removed
millions of pounds from social welfare and
youth programmes.
Some believe that the easy concealment
of the acid, such as in drink bottles, simply
gives thugs another way of carrying out
their street crimes.
Police and government officials in the
UK are now working on legislative means
to reduce the threat from these items;
predominantly by making it illegal for those
under a certain age to purchase the substances
used. In the UK, as it is in New Zealand,
it is an offence to carry acid or a corrosive
substance with intent to cause harm.
Prime Minister Theresa May and the
Home Office have indicated support
for the introduction of new legislation
to combat acid attacks after what she
described as a “horrific rampage” in which
two men on mopeds carried out five acid
attacks on one evening during a spree
across the capital.
Not just in the UK
Acid attacks are also happening in other
parts of the world but, fortunately, in far
smaller numbers.
The BBC reported last September
that two US tourists had hydrochloric
acid thrown in their faces by a mentally
ill woman and two others were slightly
injured during attacks at train stations in

France. Berlin has experienced a series of
acid attacks against women, and in Italy,
former Miss Italy finalist Gessica Notaro
was attacked by her boyfriend, sustaining
significant facial injuries.
In the USA, acid attacks have been
reported in Washington and Arizona; and
of course many reports still emanate from
South Asia. One recent case involved two
men in India who allegedly gang-raped a
woman and then later attacked her with acid.
Chemical Weapon Guidelines For
Crowded Places
We are fortunate that in New Zealand
we have not experienced many of these
sorts of attacks. In 2009, lawyer Judith
Ablett-Kerr was targeted in a hate
campaign in which her car was attacked

St Johns gives the following advice for these types of injuries
Chemical burns
• Make sure that the area around the casualty is safe. Wear gloves to prevent you
coming into contact with the chemical. If the chemical is in powder form, it can be
brushed off the skin.
• Flood the burn with water for at least 20 minutes to disperse the chemical and stop
the burning. Ensure that the water does not collect underneath the casualty.
• Gently remove any contaminated clothing while flooding the injury.
• Arrange to send the casualty to hospital. Monitor vital signs, such as breathing,
pulse and level of response.
• Caution: (i) never attempt to neutralise acid or alkali burns unless you are trained to
do so; and (ii) do not delay starting treatment by searching for an antidote
Chemical burn to the eye
1. Hold the casualty’s affected eye under gently running cold water for at least ten
minutes. Irrigate the eyelid thoroughly both inside and out.
2. Make sure that contaminated water does not splash the uninjured eye.
3. Ask the casualty to hold a clean, non-fluffy pad over the injured eye.
4. Arrange to send the casualty to hospital.
Caution: (i) do not allow the casualty to touch the injured eye;
(ii) do not forcibly remove a contact lens
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with acid and she was besieged with hate
mail after defending murderer Clayton
Weatherston.
This type of attack fits in the same risk
profiles as terrorist attacks, bomb threats
and active shooters. The Australia and New
Zealand Counter Terrorism Committee
(ANZCTC) national security strategy
guidelines (www.nationalsecurity.gov.au),
although possessing a terrorist focus, also
provide good information on chemical
attacks.
The ANZCTC Chemical Weapon
Guidelines for Crowded Places defines
chemicals as “a material that may pose
a health hazard or physical hazard, and
included compounds that are toxic,
flammable or corrosive.”
Typical indicators of an acid attack
include eye irritation, visual changes,
vomiting and diarrhea, coughing, breathing
difficulties and respiratory irregularities,
muscle weakness, paralysis and seizures,
skin redness, irritation and burns; and
collapse, loss of consciousness, or death.
Planning and response to this type of
attack or threat is consistent with that for
white powder incidents. These attacks or
hoaxes have occurred in New Zealand
over the years, most notably the various
1080 and white powder scares targeting
Parliament.
The London Police, as well as burns
specialists, provides official advice to the
public on how to deliver first aid after an
acid attack.
According to the National Health
Service, the assaults are medical
emergencies and people should thus
call emergency services immediately.
Contaminated clothing should be carefully
removed and affected skin rinsed in
running water until help arrives. In
summary: Report - Remove – Rinse.
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New Zealand Institute of
Professional Investigators Update
At its recent Annual General Meeting, apart from one resignation there were no changes
to the NZIPI committee, and incumbent Chair Ron McQuilter was elected for another term.

“A lot of good stuﬀ came out of
the AGM, with a lot of positives
and projects underway,” Ron
told NZSM. Among other things,
NZIPI is looking at its criteria for
membership and progressing it’s
project to be approved to conduct
motor vehicle registration checks.
Ensuring quality investigators
According to Ron, the NZIPI membership
panel is more robust than ever before, and
in terms of its assessment of applications
is digging deeper than ever.
“We knocked back an existing PI this
year who wanted to join the institute
because we weren’t comfortable with the
type of work they did and what they were
about,” he said. “In the last year there has
been six new members and we’ve declined
another six.”
Most applicants for NZIPI
membership are not licensed investigators,
but rather are applying on the basis that
their membership will satisfy PSPLA
requirements for the grant of a license.
With the membership pass rate
sitting at 50 percent, the Institute is
taking seriously its role in ensuring that
there are quality new entrants to the
industry, particularly given that Institute
membership is a gateway to a PI license
from the PSPLA.
“If you get in, you deserve to get in,”
Ron added.
There are currently only 57 individuals
who are members of the Institute. Most
of the complaints received by NZIPI
from members of the public tend to be in
relation to PIs who are not members.
“When you know that somebody is a
member of the Institute and you know
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who they are, there’s an upside to that
as opposed to looking at websites,” said
Ron. “The public still believe that if
someone’s got a flash website then they’re
the people to use, and that’s not the case
at all.
“I used an investigator recently and
was blown away by the quality of their
work. An agent in a rural area who has set
up shop as a one-man band and joined the
Institute. I would never have gone to this
person had they not been a member of
the Institute.”
“It gives me good comfort when I use
somebody who is a member.
No Bill of Rights role for PIs
According to Ron, there appears to
have emerged a misconception among
police that private investigators should
be informing interviewees of their rights
under the New Zealand Bill of Rights
“Professional investigators don’t and
shouldn’t and can’t [read someone their

rights] in an employment situation where
you’re investigating, for example, an
internal theft for a company,” said Ron.
“It’s not your job when you’re interviewing
a person on an employment matter to give
them a Bill of Rights even though the
person is making admissions of criminal
offending.”
“We had a situation recently where a
police officer questioned why the PI didn’t
give a Bill of Rights, suggesting that you
didn’t give a Bill of Rights so you stuffed
up,” he said. “It can end up with almost
a falling out with some of them because
they don’t get it.”
“We’re private investigators, we’re
not an authority and don’t have any
enforcement powers.
“An investigation of an employment
misappropriation or theft has to be done
in a certain way for the employment court,
and it can run in parallel with a police
investigation but you can’t jump in and
start acting like a cop,” he added.
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NZSA launches new
branding and website
New branding and a website refresh gives the New Zealand Security Association a
new look. The refresh promises to provide members a more functional and
use-friendly online resource.
They say good things take time.
This seems to have been the case
for the NZSA with the recent
launch of their new website and
the introduction of a new, cleaner
and more contemporary brand.
According to Johanna Malchow, the
Association’s Events and Operations
Coordinator,
NZ
Security Association “the introduction of the
new web site provides a far more stable
and secure platform and also offers all site

HOME

ABOUT NZSA

users an increased level of functionality
and information in a user-friendly
format.”
“A key feature of the site is that NZSA
members will be able to enter their own
sales and marketing information within
their member listing, and this will be
available to customers searching by service
type or location,” she said.
“Members will receive communication
on how they can confidentially access and
manage their own listing content, and
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this will be policed by the Association
to ensure compliance with specified
guidelines.”
Other features of the new website
include member job listings, the
opportunity to post press releases, and
member resource materials.
In conjunction with implementing
the new website, the NZSA has also
contemporised its branding, with the new
logo first introduced at the Association’s
AGM in August.
“We appreciate that our success is
measured in the value that we provide to
our member and not what our logo looks
like, said Association CEO, Gary Morrison,
“however many of our members do
proudly display the NZSA logo alongside
their company logo on their own websites
and promotional materials.
“It is important therefore that our logo
presents well and works with new digital
media platforms and the like. It worked
out very well for us that the company
contracted to develop our new website
also has considerable expertise with
branding and provided a complimentary
refresh of the NZSA logo as part of the
service.”
Gary also comments that they have
been pleasantly surprised with the wide
support and positive comments received
from members and other stakeholders,
particularly given how long the old
branding had been in place.
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Open Platform VMS

Customized
CCTV Kits
Dahua $VTUPNJ[FE,JUT

Wireless IP Surveillance
• Cost effective high performance
wireless access points for
outdoor use
• Stockists of AirMax, AirFiber,
AirVision, UniFI & mFi series
products
• ITPLUS are a Ubiquiti certified
and trained partner

•• 8FTVQQMZGVMMZDVTUPNJ[FE
e suppl full customi ed
complete CCTV kits in form of
DPNQMFUF$$57LJUTJOGPSNPG
brid,
Tribrid,
, CVI etc
)ZCSJE
5SJCSJE
*1IP$7*FUD
• Complete kits are a great wa of
• $PNQMFUFLJUTBSFBHSFBUXBZPG
reducing costs and getting the
SFEVDJOHDPTUTBOEHFUUJOHUIF
whole package from one place
• XIPMFQBDLBHFGSPNPOFQMBDF
eceive F
support
JODMVEJOH
including remote connection
• 3FDFJWF'3&&TVQQPSU
SFNPUFDPOOFDUJPOBTTJTUBODF
assistance

• Award winning best open
platform VMS
• Advanced uilt in Video
Anal tics
• Micromodule crashproof
software architecture
• Includes powerful features
such as Modern UI, Video
Archive, reen Stream, Time
Compressor, Interactive
Map,
Auto oom etc
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Loktronic

Power

distribution module

The Power Distribution Module allows the
removal of power to a group of doors on a fire
alarm activation whilst conforming to regulations.
Provision for individual fused power supply to each
door lock.

Loktronic

for gate locks

Choose from a comprehensive range of 23 models
of electric gate and outdoor locks for a wide range
of applications.

Red and black uncommitted terminals to facilitate
distribution from power supply or battery, to load.
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Loktronic Limited Unit 7 19 Edwin Street Mt Eden
Auckland P O Box 8329 Symonds Street Auckland
1150 New Zealand Ph 64 9 623 3919 Fax 64 9 623 3881
0800 FOR LOK www.loktronic.co.nz
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Designed, tested and
produced in New Zealand.
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Gate locks from Loktronic – a wise choice.
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7 models of strikes by Trimec and eff-eff, Rim
mounted locks from CISA, and a versatile
range from Securitron and Interlock.

Comprises
• Fire Drop Relay DPDT 12 VDC • 6 x 2 Amp FU 500
Terminals with LED Indication • 2 x Red Terminals
• 2 x Black Terminals • I x DIN Rail
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uc
kt
• All terminals are labelled.
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6 models from the famous Loktronic stable,
and 7 imported models with holding forces from
300kg, 550kg, up to 740kg; all locks complemented
by accessories to facilitate fitting.

4 Channel UNV Kit

NVR516-128 Channels

IPC6258SR 4K PTZ

12 Megapixel Sensor, 4k Recording

64/128 Channel input

Kit comes with a 4 channel recorder,

22X optical zoom

Up to 12MP, 4K recording

NVR301-04LP. Fitted with 2TB Drive,

Fifth Generation IR 200m range

Ucode/H.265/H.264 support

UNV Cable kit, 4x IPC3614 4MP Turret

Triple streams

16 SATA HDD Supported, 128TB

cameras or 4x IPC2124 4MP Bullet

Supports UCode

2x HDMI, 1xVGA

cameras. CCTV Monitor optional.

IP66

512Mbps Bandwidth support

Alarm I/O, Audio I/O

Third Party Support

Edge Storage 128gb

Smart Analytics Support

ph: 09 276 3271
sales@crknz.co.nz

ph: 09 276 3271
sales@crknz.co.nz

ph: 09 276 3271
sales@crknz.co.nz

3 Hotunui Drive
Mt Wellington, Auckland, 1060
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Mt Wellington, Auckland, 1060

3 Hotunui Drive
Mt Wellington, Auckland, 1060
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Power supply cabinets
• Mounts for our 5 most popular models of power
supplies; 6 key-hole anchor points for easier mounting

total reed switch

• Lift off hinged doors for added convenience
• Louvre ventilation on doors

solutions from Flair

• Roller ball reed switch provides anti-tamper to front
and rear of cabinet
• Medium cabinet holds 5 x 7 A/h batteries
• Large cabinet holds 14 x 7 A/h batteries
• Front lip to retain batteries and for additional strength
• Removable shelf and removable back plate to
facilitate easy bench mounting of equipment
• Lip return on door for greater rigidity
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Complete range of monitored security PSUs in
12 and 24 VDC from 2.5 A - 20 A. DIN rail units
in 12 and 24 VDC from 10 - 100 watts. Plus,
inline and Plug packs and DC/DC converters.

Flair reeds from Loktronic:
an unbeatable combination.

Power supplies from Loktronic – a great deal.

Loktronic Limited Unit 7 19 Edwin Street Mt Eden
Auckland P O Box 8329 Symonds Street Auckland
1150 New Zealand Ph 64 9 623 3919 Fax 64 9 623 3881
0800 FOR LOK www.loktronic.co.nz
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Auckland P O Box 8329 Symonds Street Auckland
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0800 FOR LOK www.loktronic.co.nz

Source all your power supply requirements at
Loktronic and choose from a range of over 20 ex
stock options, with 100's more to select from.

ts

Designed, tested and
produced in New Zealand.

Lo

• Durable powder coated white finish
kt

for power supplies

Talk to Loktronic now about our comprehensive
range of Flair Reed Switches. Not only for
“standard” use, but also for specialty applications,
from taught-wire types to waterguards, from
collared to stubbies, from overhead door with
offset to floor contacts, from latchguard to
sub-miniature, from push-fit to surface mount.

• Cam lock for security

• Heavy gauge 1.2mm steel

Loktronic

From closed loop, open loop to SPDT,
we’ve got the lot.

• 6 x 25mm knockouts, 2 each sides and bottom

Security Institute of New Zealand
reaches membership milestone
Just a few short months since its inception, the Security Institute of New Zealand’s
membership now stands at over 250 individuals. SINZ Chair Chris Lawton provides an
update on the organisation and talks about professional development.
Having reached the milestone of
250 members, SINZ is now turning
its energies to the formulation
of professional development
resources for our members.
Professional Development (PD) is
at the heart of SINZ, which believes
that it should be available to
everybody and at all levels.
SINZ’s first PD modules will be
online very soon, and will range from
a look at the legislation we work under
in New Zealand through to some of
the security management organisations
that provide resources for security
professionals.
Some of the topics that you will be
able to read about in detail on the SINZ
website (security-institute.org.nz) include:
ASIS Board Certifications
A recent meeting of ASIS members
instigated the next workshops for Board
Certification of the Internationally
recognised ASIS International CPP, PSP
and PCI certifications. SINZ supports
the increase of ASIS certified security
professionals in New Zealand.
The organisation is truly
internationally renowned and the
certifications are respected in many of
the countries I have traveled to over the
years. Those who wish to avail themselves
of the certification and training support
should visit the SINZ website or the
ASIS New Zealand website.
Australia New Zealand Counter
Terrorism Committee
There has been a lot of interest in
the documents and advisory notices
emanating from the ANZCTC. While
terrorism isn’t a high risk in New Zealand,
we all recognise that it is nevertheless
a risk, and the consequences of it are
potentially catastrophic.
I tend to look at these things in terms
of our day-to-day risk management
context, including preparedness for bomb
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threats, active shooter and white powder
threats. Most organisations already have
emergency plans around these risks,
and I think there remains a need for
professional development in relation to it
while keeping things in perspective.
Recent international terror attacks
and the heightened security operating
environment prompted the development
of Australia’s Strategy for Protecting
Crowded Places from Terrorism, which
places the responsibility on business
owners and operators to assess the
vulnerability of their sites and bolster their
resilience against potential terrorist attack.
Protective Security Requirements (PSR)
The Protective Security Requirements
(PSR) provide a policy framework that,
when implemented, provides pathways
for successfully protecting, people,
information and assets. This is effectively
the standard for all security planning in
New Zealand.
While the PSR have been out for some
time now, SINZ has worked through
them, providing additional information
and clarity on how the PSRs should
be utilised by organisations other than
government agencies.
Cyber security is at the top of risks
facing businesses and individuals in
New Zealand. We have a look at the

New Zealand Cyber Security Strategy, its
relationship to the PSR, and legislation
that supports the strategy.
Centre for the Protection of National
Infrastructure
Centre for the Protection of National
Infrastructure (CPNI) is the UK
government authority that provides
protective security advice to businesses
and organisations across the national
infrastructure spectrum.
CPNI advice is targeted primarily at
the critical national infrastructure (CNI)
- those key elements of the national
infrastructure which are crucial to the
continued delivery of essential services.
Its advice aims to reduce the
vulnerability of national infrastructure to
terrorism and other threats, keeping the
UK’s essential services (communications,
emergency services, energy, finance, food,
government, health, transport and water)
safer. Without these services, the UK
might be exposed to severe economic
damage, grave social disruption, or even
large-scale loss of life.
SINZ recognises that a number
of New Zealand security consultants
and managers already utilise resources
from CPNI, and we will provide further
insights, relating it to the PSRs and to the
New Zealand context.
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SECURITY TECHNOLOGY RELIABILITY

your electromagnetic
locking specialist!

Underpinned by
28 year's
experience
and service with
integrity.
Standard features include:
• Field-selectable 12 & 24 VDC options
• 550kg holding force
• Slimline styling
• Instant release
• Stainless steel fitting hardware
• Through hardened, polished stainless
sex nut
• Full protection against transients.

Options include:
• Door Position Switch
• End-to-end Magnetic Bond Sensor
• Header extension angle bracket
• Custom full width housings
• Z/L brackets for inward opening doors
• Frameless glass door brackets
• Powder coated or anodised colours
• Stainless indoor, outdoor and gate locks

GUARANTEE

Loktronic Limited Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
mail@loktronic.co.nz www.loktronic.co.nz

GUARANTEE

*Standard terms & conditions of sale apply.
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For expert advice and
assistance with your security
locking needs, trust in Loktronic,
call us on 0800 367 565

