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From the Editor
Welcome to a new year of nzSecurity Magazine. In this edition we kick off 2017
with a bang, with a hard-hitting look into the state of training within the
security industry, critical observations of monitoring centre build standards,
a damning assessment of New Zealand’s national cyber resilience, and tough
questions over where industry trade shows are heading.
In his wide-ranging piece on industry training, Keith Newman ‘outs’ the
security industry for what it largely is: a low margin sector with no appetite for
training beyond the basics. Eliciting raw insights from insiders and damning
statistics (in 2015, only 4.5% of employees and 2.7% of employers in the sector
were involved in training), Newman paints a stark picture of an industry pricing
itself and its workers into the ground.
In this edition of nzSecurity, we are fortunate to be joined by guest
contributor Lincoln Potter. The experienced security consultant and auditor
talks us through monitoring centre shell build Standard AS 2201.2-2004, arguing
that centre administrators are hamstrung by a standard that has evidently failed
to keep up with developments in construction and materials.
In our discussion piece with Massey University cybersecurity specialist
Andrew Colarik, we explore his warnings that New Zealand hasn’t invested
heavily enough in infrastructure to maintain resilience against cyber attack.
Responsibilities for cybersecurity within government are heavily distributed, and
efforts disconnected. Siloed approaches are replicated across the public and
private sector, he argues, with no future-thinking strategy for comprehensive
national cyber resilience.
We also take a look at what’s been happening in the challenging and
increasingly contested trade show space. Just where is the security industry
heading in relation to exhibiting itself to audiences in New Zealand, and is the
industry being well served by the existing complement of exhibition events?
Indicators suggest that a big rethink is required before we get anything
resembling a compelling world-class event.
Also in this edition, we interview Gary Morrison, NZSA CEO, as he comes up
to the end of his first year in the job. Gary reflects on what’s worked in 2016 and
what hasn’t, and what the priorities and challenges are for the association in
2017.
The nzSecurity team looks forward to bringing you the best in security
industry news and analysis throughout the year, and, as always, we look forward
to hearing from you and keeping the conversation going via the magazine and
online via our website and social media spaces.
A reminder for those that prefer to read online, nzSecurity - and its sister
magazines Line of Defence and FireNZ - are also published online.. Each edition
of nzSecurity receives in excess of 2,000 downloads, with our website boasting
around 3,000 visits per month... and growing fast!
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Security slammed
for failure to train
In the first of a two-part feature Keith Newman asks how the
security guard industry can redefine itself to meet 21st century
challenges when most indicators are that it’s stuck in a 1970s rut.
Economic survival and reputations are
on the line as security companies are
challenged over low skills, old school
attitudes and failure to prepare for an
increasingly sophisticated client base that
won’t settle for untrained feet on the beat.
The industry, found wanting for
its de facto setting of ‘the cheapest bid
wins’ and its treatment of staff, is facing
a reality check through new health
and safety requirements, changes to
immigration and human resources rules
and an emerging government-led risk
averse security culture.

Michael Moriarty,
First Security training manager
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Michael Moriarty, First Security’s
national training manager, says the industry
needs to refocus on quality and training
rather than “forcing the bottom line down”,
and can only blame itself for its lack of
professionalism. He says its “an indictment
on the industry” that so little has changed
since the 1970s and 80s and how security
officers are perceived and treated today
It is “a low margin business with no
appetite for training beyond the basics...
dumbed down through the process of
having security companies compete over
lower rates of pay per hour for contracts”.
“In its 2016 Report of External
Evaluation and Review of The Skills
Organisation, NZQA characterises the
industry as ‘a competitive and pricesensitive environment with a high staff
turnover’ of mainly part-timers, often on
minimum wages and working long hours.”
Lance Riesterer of The Skills
Organisation says he would like to see the
Security industry take a more cohesive
approach in promoting and supporting
industry training.
High risk and demand
The fact that guarding is held in such
low esteem isn’t helped by five-year-old
industry data on the government’s Careers
website claiming easy access to jobs with
“no specific training requirements”.
The site, targeted at immigrants,
cites initial pay rates of $11-$12 an hour,

Security is a low
margin business
with no appetite for
training beyond
the basics... dumbed
down through the
process of having
security companies
compete over lower
rates of pay per hour
for contracts.
well below the current minimum wage
($15.25 from April 2016). After one to
three years’ experience, states the site,
candidates can earn $15 - $17 an hour
and up to $25, a claim likely to lead to
disappointment.
The “no specific training” claim
isn’t far from the truth. After a police
background check and a clean record for
the past seven years, raw recruits can be
out guarding or on patrol, as long as they
hold a Certificate of Approval (COA)
from the Private Security Personnel
Licensing Authority (PSPLA).
February / March 2017
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The new Panasonic WV-SFV781L
Camera embodies Panasonic’s
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True 4K from the Panasonic made
optics to the chipset and black box
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best 4K experience.
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With 4x the resolution of FHD more
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12M PIXEL MODE
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That’ll take around 20 hours boning
up on industry basics including conflict
management. As at 11 January 2017,
PSPLA states there were 1,924 security
company licences, 803 individual licences
and 36,049 COAs, although not all COA
holders are in the security industry.
The COA provides 12 credits toward
the National Security Certificate Level
2, which requires another 350 hours of
mainly classroom training, something
very few guards complete.
Training not working
There is growing concern over the lack
of training for unlicensed or temporary
licence holders in the three months before
a COA becomes mandatory, and even
then whether the mandatory training
COA is adequate.
New Zealand Security Association
(NZSA) CEO Gary Morrison wants a
serious review of what guards are being
taught and why next level qualifications
and training aren’t working for the
industry.
In 2015 there were an estimated
15,955 employees in the security industry;
an increase of 4,500 from 2010, but the
Skills Organisation and NZSA state that
only 712 (4.5%) and 51 employers (2.7%
of the sector) were involved in training.
“It’s abysmal” and of “significant
concern” that 95% of the workforce who
complete mandatory training do not
progress their skills or qualifications, says
Morrison. He believes career paths and
monetary or promotional prospects for
those with qualifications need to be better
defined.
Cleaners better off
The E tu workers union, which represents
employees in the sector, equates security
workers as being less organised, protected
and paid than the cleaning industry.
“The industry isn’t doing enough
for its workers and doesn’t seem to be
able to get their act together through
their association,” says Jill Ovens, E tu’s
industry co-ordinator for public and
commercial services.
Efforts to create multi-employer
labour agreements have failed, with
security companies claiming their
industry is too competitive. “They
continue to undercut each other
on labour as the major cost in their
contracting model.”
In contrast, E tu has been able to
negotiate multi-employer collective
agreements with contract cleaners and
building services contractors and their
respective associations and employers,
10

nzSecurity

The NZSA should lead
the way to a collective
industry agreement
with increased
training that doesn’t
come out of guard’s
paypackets.
so workers now get a differential above
the minimum wage andrecognition for
certain qualifications.
“When you go to tender all members
compete under the same labour costs…
so companies have to compete on other
propositions to sell their services,” says
Ovens.
Cleaners agreed on a base rate above
minimum wage while most security
guards “who are arguably at much greater
personal risk are stuck with the bottom
line minimum wage”.
Ovens says the NZSA should lead the
way to a collective industry agreement
with increased training that doesn’t come
out of guard’s paypackets. “We would be
willing to work with them on this.”
Recognising skills
Ovens says there’s no commitment or
incentive for employers to do the training,
and the skills are not often recognised by
those they contract to. “If clients want
professionalism they need to pay for it…
the labour cost has been driven down so
there’s not much differential between those
who have training and those who don’t.”
Fred Stevenson, founder of HSM
Group in Hastings, employs up to 60
guards, most of them part-timers, but
generally pays up o $2 an hour more than
many of his competitors.
“We try to be really efficient at the
top end of what we’re doing… some jobs
we don’t make any money because we’re
competing in a price-driven market and
sometimes we just have to walk away.”
HSM Group monitors alarms and
undertakes health and safety checks for
animal welfare, parking wardens and
community service people who have
personal duress alarms and GPS tracking
systems as well as conducting hourly
checks on its own guards.
The objective is always to compete on
performance, to prove they can do a better
job and hopefully win repeat business.

Old boy’s network
First Security’s Michael Moriarty claims
that the effects of many years of the “old
boys network” have held the industry
back. It’s “an incestuous industry”, which
has created “a culture of ‘mateship’ that
cements the pecking order”, with a select
number of powerful individuals having
worked for many of the limited number
of security companies (in those early days)
thus building this influential network.
He talks of patch protection with
industry veterans and NZSA founding
members often believing they hold “a
certain status within their peer group that
establishes the order of things and the
way things are done”.
Despite his 20-years in the NZ Police
and 17-years in security training, Moriarty
claims he and other ‘recent’ entrants are
still percieved as outsiders. This is an
obstacle to change in an industry that
has been used to paying the minimum
wage “and treating people like cardboard
cut outs – if they muck up we’ll just get
another one.”
Recently, however, this approach is
being challenged by increased levels of
accountability and auditing required by
new health and safety, immigration and
human resources legislation, forcing
security companies to pay more attention
to how they treat their staff.
“Clients are also a lot more
informed and want evidence of
appropriate and realistic training
rather than just taking people’s word
for it,” says Moriarty.
“I applaud this, the only sad thing
is that it is coming from outside
sources rather than the industry itself,
otherwise we’d still be doing it the
1970s way.”

Fred Stevenson, founder of
HSM Group in Hastings

February / March 2017

NZ made

SECURITY TECHNOLOGY RELIABILITY

fire door holding

electromagnets 12 & 24 VDC selectable

rea

unb

!

le
b
a
k

FDH40S

unbreakable universal mounting
• Low power consumption - low operating temperature
• One product suits floor and wall mounting
• Universal armature - offsets to 55º to suit doors
opening past 90º • Wall mount extensions available
• 12 & 24 VDC selectable • Push off button with
no residual magnetism • Oversize armature for
easy alignment • Emergency release button
• Electroless nickel plated armature and electromagnet
• Stainless fastenings • Full local support and back up

10 YEAR GUARANTEE*

Standard, floor mounted, wall to door distance 114mm

Designed, tested and produced in
New Zealand to AS4178
A) Wall mounted,126mm extn. tube (overall 202mm)
B) Wall mounted, 156mm extn. tube (overall 232mm)
C) Wall mounted, 355mm extn. tube (overall 431mm)
B)

C)

TEE

Option A – Surface Mounted

AN
GUAR

FDH40S/R

Surface and Recess mounting
This device enhances an outstanding range of
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PSR performance
Another serious challenge was fired
across the bow of the industry when
central and local government ministries
and agencies were told that from 8
December 2014 they must adopt new
Protective Security Requirements (PSR).
The PSR, incorporating the New
Zealand Information Security Manual,
specifies common standards for all
internal and external security services,
and according to one recent contract set
the benchmark at the National Security
Certificate Level 3.
“The irony is that no organisation in
New Zealand could provide the number
of staff with those qualifications,” says
NZSA’s Gary Morrison, and this creates
“an unfair tender situation”.
Those who queried the baseline were
given a loose response: “If you tell us
your people are qualified then we’ll just
have to accept that”, which Morrison says
opened the way for “those who chose to
operate unethically to do so”.
While some companies factored in the
significant cost of upskilling, others quite
knowingly said “there’s no onus on us so
we’ll just go in with our existing staff”.
Ultimately, says Morrison the PSR
represents security best practice and will
drive a higher level of accountability,
compliance and risk management in
government agencies, local government,
hospital boards and schools. “If it is picked

up it will logically flow through Fonterra
and large multinationals operating here
and become a kind of de facto standard.”
The PSR aligns loosely with NZSA
Codes of Practice, although these are
being reviewed to bring them up to full
specification “with users of security services
required to measure quality as well as price
when tendering and preparing contracts”.
NZSA is recommending that all
security practitioners become familiar
with the PSR, implement them and
actively promote them to customers and
all users of security services.
Rewarding quality
In its 2016 Report of External Evaluation
and Review of the Skills Organisation,
NZQA claims there’s an increased
demand for high-quality security services,
and that appropriate training will lead to
lucrative contracts, particularly since the
army and police are withdrawing from
assisting at major events.
HSM Group’s Fred Stevenson believes
a more proactive approach from the
insurance industry could help encourage
security companies improve training and
stick to the rules rather than allowing
blanket discounts for untrained operators.
He reckons it’s unfair when tenders
can be won on low quotes by those
likely to do a shoddy job who get treated
the same as those trying to provide a
professional service.

Security as smart service
Security firms wanting top paying contracts will need personnel who are smart in
their appearance and skills, can communicate well and be deployed across a range of
tasks.
HSM Groups director Fred Stevenson, says professionalism reflects well on a
security company and its clients and helps raise the bar.
That might mean having someone at the door with a smart appearance capable
of dealing with any situation, rather than looking like he’d rather be at the beach
getting a suntan with a beer in his hand.
Michael Moriarty, training manager with First Security, says 21st century security
officers should do the basics brilliantly: patrolling, checking windows, doors, safety
equipment, egress and exit points, resetting alarms and checking credentials.
They’ll also need to initiate, develop and maintain conversations from welcoming
people onto a site to building client relationships; be a source of helpful information
and able to extract critical information when needed.
“We need to be far better at negotiation in terms of conflict management
resolution, and more professional when asking for identification or access
authorisation when people are found on site.”
Moriarty says the use of technology is at the leading edge of industry
requirements, including reporting for health and safety reasons.
“People need to be able to find their way around different systems, platforms,
iPads and tools that they haven’t used before” including understanding and working
with the multi-million dollar access control mechanisms some clients use.
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There has been an
“old boys” network
loosely made up of
industry veterans
who have had a
huge influence in
how the industry
has “progressed”
forward.
While the NZSA is slowly getting
some teeth, he says, “it really needs more
power and there should be consequences”
for those who bring the industry into
disrepute and break the rules.
Despite the growing number of
assaults against security guards, First
Security’s Moriarty believes security
employers and clients are waking up
to health and safety accountability and
the need to mitigate risks. “You can no
longer sweep things under the carpet
when something goes wrong whether
it’s an accident or a near miss. There
are timeframes to fix a threat or it gets
escalated.”
Moriarty says it’s imperative to change
the one-dimensional perception of the
security industry, which, he claims, does
surprisingly well in dealing with risky and
violent situations.
“There are some awesome officers
out there confronted by all sorts of
challenges, violence, suicide attempts…
and they deal with it. We’re lucky to have
the people we have and that often gets
lost in the narrative.”
While most players with large
numbers of guards are aware they need
to train and prove client needs are being
met, he says many smaller companies are
“living on the edge”.
Moriarty says the way security
personnel are trained and treated needs
to change if the industry is to raise its
profile, but warns “we’ve got a long
way to go…when we’re paying them the
money we’re paying.”
Next issue: Getting training on track:
Is training failing the industry or the
industry failing to train? NZ Security looks
at what’s being done to improve training
and qualifications and encourage greater
engagement.
February / March 2017

More than just manpower:
Upskilling your security personnel
Now that we’re a couple of months into 2017, it’s time to think about how you can grow
your business’s most important asset this year: your staff.
Continuing professional development is
crucial in any industry, and this certainly
includes the security sector. With
changing technology and the constantly
evolving nature of the job, do your staff
have the skills to keep up?
You’ll probably be aware that
Skills is tasked with developing New
Zealand’s security industry training and
qualifications. However, a major focus
for us this year is partnering more with
the NZSA to deliver a wider range of
qualifications for New Zealand’s security
professionals.
For example, here are just two
qualifications you might not have thought
about, that could add great value to your
staff:

•

•

National Certificate in Electronic
Security (Systems Installation)
(Level 3). A practical course for
those who want to learn the technical
nitty-gritty of electronic security
systems. It covers the installation and
management of access control, CCTV,
intruder alarm, and other systems.
Staff can also learn about electronic
security legislation, codes of practice,
and standards.
National Certificate in Contact
Centre Operations (Level 3). A
suitable add-on qualification for
security staff who work in a call centre
setting, such as a monitoring/response
centre. Covering a broad base of skills,
it also includes topics that are highly

relevant to the security industry, such
as processing emergency service calls
at and dispatching resources from an
emergency response contact centre.
Make 2017 the year in which you
expand your security staff’s skill sets –
and help them add greater value to your
business. To find out more about these
qualifications and how they can upskill
your security staff, get in touch with Karl
at karls@skills.org.nz.

More
than just
manpower
Security involves more than just being on
the frontline. Talk to us today about getting
your staff qualified with a Certificate in
Contact Centre.

February / March 2017
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New Zealand’s
public sector ranked
least corrupt

T

ransparency International’s 2016 Corruption
Perception Index has found that the New Zealand
and Denmark public sectors are the least corrupt in
the world. New Zealand, Denmark and Finland have
jostled for the #1 position of least corrupt since the
index was first published in 1995.
Compiled by Berlin-based Transparency International (TI),
the Corruption Perceptions Index is a yearly snapshot of the
relative degree of corruption world-wide, arrived at by scoring
and ranking the public sectors in countries from all over the
globe. This year’s Index encompasses 176 countries.
“Our public sector agencies have focused successfully
on developing processes that prevent corruption and these
contribute to New Zealand’s stand-out reputation for a trusted
public sector,” says Transparency International New Zealand
(TINZ) Chair, Suzanne Snively.
It’s good news, argues Snively, not just for the public sector,
but for NZ businesses as well. “New Zealand trades on its low
corruption reputation and we are increasingly finding how to
transfer these behaviours from our public to our private sector
to leverage off this enviable reputation for integrity.”
“Most importantly, we have noticed a growing awareness that
public sector leaders can inspire businesses and communities to
also build on the value integrity contributes to creating a more
prosperous society.”
The benefits to business, states Rebecca Smith, Executive
Director of the New Zealand Story, extends to trade. “With a
public sector that works assiduously to build strong integrity
systems, it becomes easier for business to gain market access
offshore. There are clear material as well as moral benefits
associated with transparency and integrity.”
Daniel Kalderimis, Partner at Chapman Tripp, agrees. “New
Zealand held first place on the CPI for 8 years – from 2006 to
2013 – but had in recent years fallen behind the Scandinavian
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countries. So this is a welcome return, particularly for New
Zealand exporters trading on our reputation for integrity and
good governance.”
According to Barry Jordan, a partner at Deloitte, “New
Zealand’s regulators, law enforcement officers, public sector
organisations and professional services firms have all invested
considerably more in identifying and preventing bribery and
corruption” in recent years.
“A larger number of public sector agencies have integrated
corruption prevention activities into their regular routine,
in line with the northern European countries,” adds Snively.
“Significantly, they are moving from defensiveness and
complacency, increasingly providing training and monitoring of
bribery and corruption in order to stop it.”
According to TI, the biggest challenge for New Zealand
public servants to maintain the top ranking has been a tendency
to become complacent. The prevention of corruption can
be regarded as a lesser priority, given all the other pressures,
including earthquakes, the global financial crisis and the
consequent reductions in baseline funding.
Wendy McGuinness, CEO of the McGuinness Institute,
believes more should be done to stamp out corruption. “Given
that New Zealand is ranked highly means that we are doing well,
but this should not make us complacent – we could do better,”
she said. “New Zealand is a small, isolated and wealthy country;
we should be working harder to be an example to the world.”
The CPI scores and ranks 176 countries/territories based
on how corrupt a country’s public sector is perceived to be.
Top performers share key characteristics: high levels of press
freedom; access to budget information so the public knows
where money comes from and how it is spent; high levels
of integrity among people in power; and judiciaries that
don’t differentiate between rich and poor, and that are truly
independent from other parts of government.
February / March 2017

Modern, connected, simple
Commercial & Residential Intercom
Systems using the latest Wi-Fi technology

Introducing
the New
WiFi
Intercom
from Bticino
It is possible to manage various functions using
the (free) App for Android and iOS smartphone
ANSWER COMFORTABLY FROM YOUR HOME SOFA. Absolute
freedom of movement inside your home. You can answer the video door
entry call from any room of your home.
ANSWER THE CALL WHEN YOU ARE OUT AND FROM ANYWHERE
IN THE WORLD. When you are out, on holiday, in the office, you can
answer the video door entry call wherever you are.
CLASSE 300X13E IS THE BEST SOLUTION AVAILABLE FOR
RENEWING YOUR INTERNAL UNIT. In existing 2 wires systems you
can update and replace your existing internal unit with the class300 wifi
monitor.

www.intercom.co.nz
info@incnz.co.nz
Phone: 0800 34 88 88
Mobile: 021 666 502
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Interview: Gary Morrison on the
year that was and the year ahead
It’s been almost a year since we spoke to Gary Morrison soon after his appointment as NZSA
CEO. Following a whirlwind 2016, we talk with Gary about achievements, lessons learnt and
what’s in store for the industry in 2017.
NZSM: It’s nearly a year since we
interviewed you on your appointment
back in April 2016. At that time, you
talked about disengagement between
the NZSA and its members and the
need for improved communication as
a key strategy in addressing declining
membership numbers. Has that worked?
GM: Yes. Whilst it sounds very simple,
getting out, meeting with and listening
to our members – and just as importantly
non-members – has allowed us to
identify what the really important issues
are for the industry, and to ensure that
our strategic plan is focused on those
key result areas. The communication
channels have included a lot of face-toface meetings around the country but
also old-fashioned techniques like a bi-

NZSA CEO, Gary Morrison
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monthly newsletter and ensuring regular
contributions in NZ Security Magazine
and other industry forums.
I’m very pleased to say that after five
years of static or declining membership,
the last 12 months have seen a net
increase in our membership of well over
10%, so hopefully that validates the
approach that we’re currently taking.

The eight key result areas and goals are:

NZSM: You mention a Strategic Plan for
the Association. Is the Plan important
and is it readily available?

4. Creating an industry training
framework.

GM: A robust Strategic Plan is critical
for ensuring that we continue to focus
on the most critical issues and that at all
times, our activities are for the good of
our industry and our members.
I put together our plan shortly after
my commencement in the CEO role,
and whilst I was perhaps a little naïve
with regards to some of the challenges
that needed to be faced, I think that
it set a solid foundation for last year
and provided an excellent platform
to develop our planning for 2017 and
beyond.
We summarised the Strategic Plan
into eight key result areas, with specific
plans and goals documented for each
key result area. I distributed this plan
in a one-page summary format at
each of the networking meetings held
throughout the year, and whilst I didn’t
talk to it in detail (makes for a boring
presentation!), the individual plans and
goals underpin a lot of the topics that
we discussed.

1. Creating value for our members.
2. Providing strong leadership and
governance.
3. Creating value for customers of our
members.

5. Support and encourage lifting of
standards.
6. Provide strong advocacy on behalf of
the industry.
7. Showcase the industry and those who
work within it.
8. Maintain sound and responsible
management of finances and
resources.
The same key result areas carry
through to our 2017 plan but with
updated plans and goals.
NZSM: What have been the major
successes over the last 12 months?
GM: Probably the increase in
membership is the most rewarding as
it provides evidence to the industry
that the NZSA is achieving results and
adding value to our members.
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On a personal level I was thrilled
with the success of the Annual Awards
event in Rotorua, despite not achieving
my expected attendance levels. It
was great to see industry competitors
sitting side-by-side and recognising the
worthy award recipients. I continue to
be amazed at the calibre and quality of
people who work in our industry.
There are also a number of
‘behind the scenes’ successes, with
comprehensive changes in areas such as
the NZSA Complaints Process and the
membership application process, and rewrites to the Rules, By-Laws, Delegated
Authorities and Codes of Practice that
have streamlined and improved our
operations.
The other major success for me has
been the resurrection of the relationship
between NZSA and Skills Organisation.
Twelve months ago the relationship
was very strained and without a doubt
that impacted the effectiveness of
both organisations in promoting and
improving training within the security
industry.
NZSM: And presumably there are some
areas of work in progress?
GM: Yes, definitely. There are four
significant issues ‘in progress’ that will
have a very high priority during 2017.
The first involves obtaining
resolution to the current confusion
over the licensing of monitoring and
communication centre operators. We
have the support of the Ministry of
Justice for a change to the Regulations
that will effectively ensure these staff
must have a license.

We are currently working with
the industry to determine the need
for mandatory training, as well as the
composition of that training, as part of
the licensing requirements.
The second is more challenging as
it impacts another industry sector and
concerns the exemption from licensing
currently offered to those covered by
other legislation, in particular, electrical
workers who can install security
systems without the need to obtain a
COA.
Industry training, as priority three,
will be a major focus for me this year.
Our training performance as an industry
is abysmal and I think the NZSA needs
to put up it’s hand and accept part of
the blame as we haven’t demonstrated
any ownership or leadership in this
area since the mandatory training was
introduced in 2013.
Of particular concern to me is
the way that the electronic side of the
training for security technicians has
become buried within the electrotechnology fields and there has been no
understanding of the industry demand
for graduates with these skills. As part of
this we need to revitalise apprenticeship
opportunities for employees working in
this part of the industry.
The fourth priority area carried over
is the launch of the reworked Codes of
Practice, including new codes for PSR
(Protective Security Requirements)
and Health and Safety Capability, and
bringing the codes into a meaningful
audit process where those who attain
“Accredited Member” status are
recognised as quality and professional
service providers.

NZSM: What do you see in store for the
security industry in 2017?
GM: I think that most providers
can look forward to this year with a
reasonable degree of optimism, and
there will be significant opportunities
for companies with strong leadership
and planning.
From discussions that I have had
with members throughout the country
it is apparent that most companies have
experienced strong revenue growth over
the last year and there is an expectation
that this will continue into the new-year
and the foreseeable future.
The concern, however, is that a lot
of this revenue is being sold at very low
margins, and eventually this will impact
on the cash-flow and profitability of
those companies who have built their
business on this revenue.
As a result of this, I believe that
we will see an increased focus on
acquisitions during 2017 with larger
organisations (both multinational and
locally owned) seeking opportunities
to achieve operational efficiencies,
and those being squeezed on margins
looking at either exit or diversification
strategies.
I also think that we will see an
increased awareness and focus on quality
and professionalism within the industry.
This will be in part driven by the
inclusion of PSR in a wider cross-section
of tenders and contracts and uptake of
the NZSA Codes of Practice and Audit
Programme and also by those businesses
who see the need for specialisation as
a significant point of difference rather
than focusing on lowest price.

Easy to install, wireless solution for access control
ideal for interior office doors, common area doors
and sensitive storage spaces
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technology
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mobile apps
Activation
Re-programme at the lock using mobile phone
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Big trade shows:

is the security industry missing out?

I

t’s been an interesting year for
key security industry events. On
the exhibition side, newcomer
Facilities Integrate has returned for
a second time while the NZSAorganised New Zealand Security
Exhibition has teamed up with the
fire industry expo, shedding its
conference and awards element in favour
of a separate regionally staged awards
night.
It’s a challenging and increasingly
contested space that’s posing hard
questions to event organisers: How to
attract attendees to Auckland? How to
get the industry/non-industry mix right?
Are conference/seminars working, or do
attendees just want stalls and a forum for
networking?
Perhaps more than in any previous
year, 2016 witnessed a continued
‘piggybacking’ of the security industry
onto the events of other complementary
industries.
Facilities Integrate brings together
building design, building management
and security companies under the one
roof, while this year’s Security and Fire
Expo brought together those eponymous
industries.
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Interestingly, the 2016 New
Zealand Defence Industry
Association’s annual trade show, the
NZDIA Annual Forum, also reached
out to security industry, going by the
rejigged title of “Defence, Security
and Industry Forum”.

This trend has placed security
exhibitors in front of bigger and broader
audiences.
According to statistics provided by
the NZSA, the 2016 security and fire
exhibition attracted 230 delegates, 170
exhibitors and 152 walk-ins, for a total
attendee count of 552. By contrast,
the Association’s 2015 security-only
exhibition boasted a total of only 162
attendees (40 delegates, 59 exhibitors and
63 walk-ins).
For those security companies who
exhibited at last year’s Facilities Integrate,
the two days of this event saw a total
attendance figure of 2,485 (up from 2,117
in 2015). According to Hayley White of
organiser North Port Events, “over a
third [of exhibitors] generated between 20
and 100 sales leads at the show. Of these
18 per cent generated between $100,000
and $1 million.”

Quantity versus quality
While these numbers suggest that
security exhibitors are benefitting from
the increased exposure afforded by being
a part of something bigger, the trend also
raises a number of questions.
Despite North Port reporting that
40% of attendees listed ‘security’ as an
interest, it is unclear how many of the
visiting architects, building operators,
electrical engineers, electrical service
contractors, facility managers, installers,
integrators, property developers and
building system designers gave Facilities
Integrate’s 21 security exhibitors more
than a passing sideways glance.
A number of attendees from the
security industry commented that security
exhibitors were dispersed throughout the
site rather than situated together, which
made them less visible among the 137
exhibitor stalls.
“We don’t section off specific
industries, a big part of the show includes
networking and learning about various
new technologies,” commented Ms
White, “The layout is designed to help
attendees grow their entire supplier
database and not necessarily one area
only.”
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High Speed Gate Automation
Do you need a fast opening sliding gate for commercial or secure locations with high traffic
volumes, does the gate need to open in a hurry to get a vehicle off a busy road quickly?

Withington Electrical Limited have
designed and manufactured a range
of commercial gate automation with
simplicity in mind for over 15 years.
The proven durability of these robust
products has seen this automation
installed in prisons, police stations,
embassies as well as everyday
commercial sites around New Zealand.

These swing gates are part of the
Government House refurbishment

We design and manufacture all our automation products in Wellington.
We supply and service motors and automation throughout New Zealand.
For more information and trade enquires contact:

Simon on 0274 488 506 or visit www.highspeedgateautomation.com
And although teaming up with
the fire protection industry resulted
in improved exhibition figures for the
NZSA last year, it is unclear just how
many of their event’s 552 attendees were
there for the security stalls as opposed
to their numerically dominant fire
counterparts.
Big questions need answers
For the NZSA, its 2016 exhibition
attendance figures came at the cost of
lower educational seminar attendance (21,
down from 40 in 2015) and a decision not
to host an associated conference due to
apparent lack of interest.
Whether it was a case of lower-thanexpected attendance numbers or just poor
space planning, aisles separating the rows
of stalls at the security and fire event
seemed – for the most part – overly wide
and eerily empty.
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It’s reflective of a feeling that the
conference and exhibition space is
becoming more challenging.
“We are currently evaluating what we
do next year for the exhibition so would
be interested in any feedback on trends,
etc. happening locally and worldwide,”
stated NZSA CEO Gary Morrison. “It
would seem that many are struggling
to maintain attendance and exhibitor
numbers.”
While security industries in other
countries seem more than able to support
security-specific trade shows – ASIAL
2016 in Melbourne was a sell-out – the
size of the New Zealand market perhaps
dictates that piggybacking with other
industries on expos does make sense. It
offers the potential for wider exposure
and industry mingling, which is a good
thing, but there are also potential
downsides.

In joining up with others, does
the industry lose the opportunity to
really showcase, market and celebrate
itself? Is there an opportunity cost
in not providing a ‘one stop’ security
trade show that casts a wide net within
the industry and offers visitors the
maximum range of options in the one
place at the one time?
Ultimately, is the industry – and its
representative organisations and big
players in particular – doing enough
to cooperate and galvanise to develop
a compelling world-class security
event?
Facilities Integrate will return on 2-3
November 2017. The perennial NZSAorganised event will also be back. In the
meantime, there are several months to
reflect on the model and – ultimately – to
understand what it is the industry actually
wants.
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New Zealand lacking true d
December’s NZ Security Magazine covered cybersecurity expert Andrew Colarik’s
presentation to Massey University’s Future NZ Forum held at Auckland’s Aotea Centre on
November 10th. Here, we catch up with Dr Colarik to talk about what needs to happen to
make New Zealand truly cyber resilient.
Internationally we’re linked
In his November 10th talk, Dr Colarik
warned that New Zealand hasn’t invested
heavily enough in infrastructure to make
the country resilient against denial-ofservice attacks, or to keep data safe.
The problem, he said, “is that the
infrastructure we have built is scaled for
New Zealand’s population, but that same
infrastructure connects us to the rest of
the world.”
His argument is simple. New Zealand
covers a population of 4.5 million
and – at any given time – around, say,
one million visitors. That means our
infrastructure needs to be able to handle
six million users at full capacity. It’s
a drop in the bucket relative to the
populations of, say, Indonesia and China,
which could easily overload our entire
infrastructure.
“If only one percent of mobile
devices globally were to be focused on
attacking New Zealand via Denial of

Dr Andrew Colarik, is a cybersecurity expert
with Massey University’s Centre for Defence
and Security Studies
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With New Zealand’s
international
connectedness a source
of cyber risk, it is the
‘organisational isolation’
of our government
agencies and businesses
that – ironically – is one
of our biggest barriers to
addressing the threat.
Service (DoS), then we’re done for.” It’s
not about population based usage; but
rather the need for our infrastructure
resiliency to match the global reach of our
connectedness.
“We connect to the world via four
undersea cables. Increase the number of
cables and where they go,” he suggests,
“There are lots of ways to connect up. It
won’t mitigate the risks completely, but
this is the kind of thinking we need to be
having.”
Domestically we’re isolated
With New Zealand’s international
connectedness a source of cyber risk, it
is the ‘organisational isolation’ of our
government agencies and businesses
that – ironically – is one of our biggest
barriers to addressing the threat.

“The government is doing exactly
what everyone else is doing. It’s a ‘siloed’
cyber security effort – organisation based.
Each agency has its own approach but
using the same playbook. They would say
that its connected because they’re using
the same set of standards. We’re still
operating at the organisational level, just
multiple baskets of it.”
“Within government, cyber efforts
are not operationally connected,”
explains Colarik. “Responsibilities for
cyber are heavily distributed, rather than
being a unified platform for policy and
operational excellence.”
The result is an absence of a larger
strategic, long term approach – an
absence that isn’t helped by an eight-page
New Zealand Cyber Security Strategy that
reads more like an introduction to the
topic than a meaningful, future-thinking
strategy for comprehensive national cyber
resilience.
We lack real public-private partnership
Government is in a great position to
do something about this. The problem,
says Dr Colarik, is politicians. Cyber is
a national security problem that is more
than just the government’s responsibility
to address, he says, but politicians tend
to deal only with the biggest corporate
players.
The big players are important, as
our telecommunications infrastructure
is in the hands of monopolies or those
in a monopolistic position. But it is the
disproportionality of input, he argues,
that needs to be eliminated. “We need
February / March 2017

dialogue on cyber security
cross collaboration between a diverse
range of agencies, organisations, large
enterprises, SMEs and citizens.”
“The reality is that information is
now integrated into our daily lives – so
all people need to be part of the dialogue
to solve this. The whole of society uses
the infrastructure, so the whole of society
needs to be consulted on policy.”
It’s a symptom, he says, of the larger
environment. “We’re all connected now.
You cut someone off from what they are
used to and you have a major problem.”
Citizens understand this, but business
not so much. This is because the
‘modality’ of business is efficiency, and
until security rises to a critical level of
acknowledgement or importance, people
will not do anything about it.
“When your EFTPOS card doesn’t
work, now it becomes important. The
more dependent we become, the more
likely we will do something about it when
a catastrophic event occurs”.
“If government sent a cyber
infrastructure representative from each
agency, and each top-100 business sent one
representative and every association sent
one representative to a conference to have
actual dialogue you’d be so far in advance
of any other nation on cyber policy.”
We need policy, not legislation
Ultimately, it comes down to a question
of how much of cyberspace New Zealand
actually controls, and what can we
control.
According to Colarik, we can control
the information we’re putting through
the system, and we can control partners’
access to our slice of the internet, but
little else.
“We can mandate that personal
data packets stop at our border, or that
software has this filtering capability built
in,” he suggests, “and we can work with
February / March 2017

The reality is that
information is now
integrated into our
daily lives... the whole
of society uses the
infrastructure, so the
whole of society needs
to be consulted.
a coalition of other nations to develop
protocols around this.”
He sees the potential for solutions as
lying in policy as opposed to legislation,
but that existing approaches continue to
be grounded in the latter, not the former.
“We’re not focused on policy; we tend to
see things in terms of regulation and law
or otherwise total free market.”
Understanding risk and consequence
Colarik has a deeper appreciation of – and
respect for – cyber security threats than
most. He doesn’t carry a smartphone,
preferring an old school Nokia with a
screen that clearly accommodates nothing
more than a phone number.
The security endeavor is a layered
approach. “At its foundation it is insecure,
with layers of security needing to be
added to it,” he explains. “It is ultimately
an exercise in risk management in which
risk can be lessened but not eliminated.”
The problem is that the market doesn’t
necessarily see it that way. “For 15 years
I’ve been pushing a giant rock uphill,
but now there’s no rock and no hill,” he
says, alluding to the market’s claims that
todays solutions provide adequate threat
coverage.

“Globally, $100 billion has been
invested annually in cyberspace
infrastructure over the past ten years, but
the size of this investment has done little
to shore up the overall security of this
environment.”
Like the array of other non-military
threats we face, such as earthquakes,
extreme weather events and terrorist
attack, Colarik sees the potential of a
catastrophic cyber event as a case of
not ‘if’, but ‘when’. And it’s a certainty
of likelihood matched by severity of
consequence.
Here, he uses the example of 9/11.
The damage inflicted by that singular
event on the US, he explains, was far in
excess of the immediate loss of life. It
affected the very fabric of the nation.
“Societies and economies have
momentum. When a country loses its
momentum, culture can shift and bad
things can happen.” Many of the very
things that we take for granted, such as
our sense of safety and security, law and
order and economic wellbeing, can – in
an instant – be changed for the worse.
It is not dissimilar to the type of
societal disruption – or discontinuity –
that might be experienced in the wake of
a large-scale cyber attack.
One day we’re sharing our lives via
Facebook, the next we’re not connected…
to anything… at all. We functioned
just fine in the pre-internet world, but
that’s history, and our present – for
better or worse – is wholly dependent
on our shared assumption of full-time
connectivity.
Dr Colarik’s message is dystopian
as it is simple: we need a cultural shift
in relation to how we acknowledge
and collectively mitigate against cyber
threat… otherwise we run the risk of
an attack that will change our culture
for us.
nzSecurity
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Monitoring Centre Shell Builds:

An auditor’s perspective on the Standard
Security consultant Lincoln Potter talks us through monitoring centre shell
build Standard AS 2201.2-2004, arguing that centre administrators are
hamstrung by a standard that has failed to keep up with developments in
construction and materials.

S

tandard AS 2201.2-2004 is
very complex and written in a
form of legalese that virtually
takes a lawyer to figure out. It is
strangely worded and formatted,
and my advice to anyone reading it is to
work from the compliance summary and
back into the document.
It’s my purpose to comment on the
build difficulties associated with “Centre
builds at height”, referencing basic C
build requirements. From the outset it is
important to point out that the standard
is open to differing interpretations, and
current trends are already venturing well
outside the intent of the standard.

Security consultant Lincoln Potter
PSP, NDiS, SCCC
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The standard is
open to differing
interpretations,
and current
trends are
already
venturing well
outside the
intent of the
standard.
The Grading Convention
According to Section 1.8 of the
Standard, “Building services,
accommodation and construction shall
be graded on a scale from A to C (A
being most resistant)”.
This begs the question “Resistant to
what?”, to which Sections 2.1.1 and 2.1.2
provide the rather ambiguous answer of
“adequately resistant to physical attack”.

“Adequately” can mean different
things to different people, and it is at
this stage that any consultant worth his/
her salt is thinking about adversarial
pathways, time taken to breach, common
breaching tools, early detection and quick
response amongst many other things.
It is the intent of the standard that all
shell builds (A, B, and C) have a clearly
defined shell, and permitted openings,
door builds and configuration are all
prescribed. Construction is stipulated
as ranging from 90mm brick (Grade C)
to, 90mm brick with 30mm cavity and
additional 90mm brick for A and B Grade
builds.
According to Section 2.1.2, the types
of construction that are considered
adequately resistant to physical attack,
include the use of brick as stated above.
The Standard does not exclude the use
of other materials, rather using brick
walls as a benchmark for physical attack
resistance.
Considering the physical attack
resistance of say a 90mm brick wall then
surely the most basic of breaching tools
would be a sledge hammer or axe.
I’m not aware of any instances in
which a perpetrator has attempted a
breach, with the most likely threats
being insider/outsider compromise or
cyber attack. I simply cannot see Tom
Cruise slipping on his gecko gloves and
breaching the outside of an office block
February / March 2017

or placing shape charges on a shell wall.
Natural disasters, such as earthquakes,
might possibly undermine the integrity of
a shell, but could hardly be considered a
‘physical attack’ vector.
Problems for Monitoring Centres
The Standard is quite specific on the
construction requirements of shell builds,
inclusive of service penetrations. The
problem is that nobody really builds in
brick anymore, and this issue is impacting
on centre builds. The problems companies
face with retro-fitting or incorporating a
shell into the building/floor footprint are
indeed real and very expensive.
Due to the increasing difficulty and
cost of finding suitable locations in our
rapidly expanding cities, not to mention
the scarcity of understanding landlords,
more centres are being located on the
floors of office blocks and apartment
buildings above ground level.
This is a natural progression, as is
the reasoning from monitoring centre
companies that because the centre is
located ‘at height’ it is therefore less
vulnerable to attack.
Any CEO and project management
team is going to be faced with the
problem of where to put the shell so that
it will fulfill all the requirements of the
standard. This is a daunting task, as fire
escape stairwells, lift shafts, cable risers
and amenities all have to be taken into
February / March 2017

account. The full build requirements for
centre shells are complex.
This is further complicated by the
fact that if the monitoring company is
a tenant then the landlord will probably
be reluctant to let it brick-out a bunker
within the leased space. Given that
it takes the equivalent of a brick wall
to hang doors of the required 45mm
thickness, this is a problem.
Add to this fire safety and health and
safety regulations and things get really

complicated. Providing an attractive
working environment for staff, parking
and security for staff entering and leaving
the centre are additional factors that
impact on an organisation’s ability to
retain trained personnel.
Perimeter / Premise envelope
An ideal scenario is to potentially place
the centre shell within the premise
envelope as shown below in red. The
shell is not in contact with the perimeter
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and permitted entrances and emergency
exits can easily be factored into the build
(see box figure 1 previous page).
Another alternative is to incorporate
the shell into the perimeter/premise
envelope as per box figure 2 (right).
When the shell wall becomes part
of the premise envelope, the shell is
either enhanced or compromised by
the construction of the outside of the
building, and options for permitted
entrances and emergency exits are
limited.
The new trend of determining the
shell to be the entire f loor or premise
envelope, i.e. the outer building
construction is the shell is shown in
box figure 3 below.
All access and egress on the entire
floor (fire escapes and lifts) is now
contained within the shell.
The reasoning of this approach is if
the centre shell is on say the 7th floor of
a building then the likelihood of a breach
is negated by way of denying an adversary
adequate means to breach the outer shell,
and therefore it should not be subject to
the requirements of the Standard.
Is It a Wall or a Window?
Regardless of what floor the shell is
located on, it is the intent of the standard
that the shell is clearly defined and
possesses walls that have the attack
resistance of say 90mm brick (Grade
C). So is a floor to ceiling window of an
office block on the premise envelope a
wall or a window?
In my opinion it is a window,
because I cannot see through walls!
Common rebuttals normally start with
“it’s a window” and because it is “At
Height” and inaccessible and therefore
not subject to the requirements of the
standard.
Looking back at the standard, the
types of construction that are considered
adequately resistant to physical attack
include the use of brick as stated. It does
not exclude the use of other materials,
rather using brick walls as a benchmark
for physical attack resistance. I cannot
throw a sledge hammer through a 90mm
brick wall, so can I throw one through a
“wall-indow”, and without attempting to
do so how am I to know otherwise?
There is no dispensation in the Standard
for centre shell builds located ‘at height’.
There is nothing an auditor tasked with
grading a centre can do about this. While
understanding the reasoning from centre
managers at the time of grading, the
definition and intent of the Standard
must, however, be maintained.
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I simply cannot
see Tom Cruise
slipping on his
gecko gloves and
breaching the
outside of an office
block or placing
shape charges on
a shell wall.

With regard to my experience
in dealing with monitoring centre
managers, I have never heard anything
that didn’t make any sense as it relates
to the breaching of a centre shell. The
problem is I just can’t do anything about
it.
Where the building construction is
the shell (premise envelope), located on
say the 7th floor, considering adversarial
difficulties with an external breach,
the primary ‘breach-able’ perimeter is
internalised by way of access from the
lifts and internal stairways. This causes
further complications in grading a shell
of this designation as the Standard
requirements regarding walls, doors and
permitted openings still apply.
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Lift Shaft

Internal Partitioning
Internal partitioning to define the
internal shell walls on an office floor is
just that, partitioning. Regardless of what
floor the centre is on, the same attack
resistance applies.
Standard office fit-outs use partitions
that stop at the suspended ceiling, using
aluminum frames and glass doors all
secured – more often than not – by PosiDrive screws. This practice renders the
centre no more resistant to attack than a
standard professional office.
Suspended ceilings do not provide
shell contiguity, and they completely
compromise any shell structure.
Looking at the relevant Grade C
requirement at Section 2.1.2 (c),

Shell

suspended ceilings clearly do not
meet the description of “1.6mm steel,
securely attached”.
In relation to Grade A and Grade
B shells, the Standard (Section 2.1.1)
requires that floors, roofs or ceilings be of
“reinforced concrete or precast concrete
150mm thick”. Given that centre builds at
height tend to be accommodated between
floors of at least 150mm of precast
concrete, then a centre located at height
would exceed this requirement.
Given that a centre build at height
can exceed the 150mm precast concrete
requirement at Section 2.1.1, surely a
solution can be found to provide build
options for monitoring centre owners
undertaking shell builds at height.

Grade C Monitoring Centres –
a refresher
For the basic build requirements of a Grade C Shell, Standard AS 2201.2-2004
states that “the monitoring centre shell shall be resistant to physical attack”
(Section 2.1.2). The types of construction considered resistant to physical attack
include: (a) walls, 90mm brick; (b) floors, 1.6mm, steel, securely attached; and (c)
roofs or ceilings, 1.6mm steel, securely attached.
All doors that form part of a permitted opening in a monitoring centre shell
must (a) open outwards; (b) be fitted with a minimum of two hinge bolts on the
hinged side; (c) be securely locked when not in use; and (d) have protection to
prevent external physical attack on the locking mechanism (Section 2.2.2).
Additionally, doors must have an attack resistance at least equivalent to that
of 45mm thick hardwood clad on the outer face by 1.6mm thick low-carbon steel
sheet’ (Section 2.2.4).
According to Section 2.2.1, the only openings permitted in the monitoring
centre shell are entrance door(s), emergency egress, ventilation penetration and
service penetrations. Additionally, Section 2.2.6 states that the monitoring centre
shell is to have a maximum of two entrance points.
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One way of achieving this could be to
take advantage of the existing walls of a
lift shaft as shown at box figure 4 (left).
This negates the compromise of the
perimeter envelope to some extent.
Unfortunately, even then the
Standard still leaves us with a lack of wall
and door build options. It could rightly
be said that the Standard has lost its
currency and is no longer fit for purpose,
however Section 1.6, as I suggest below,
provides us with a glimmer of hope.
New Designs and Innovations
According to Section 1.6 of the
Standard, “Any alternative materials,
designs, methods and procedures
that do not comply with specific
requirements of this Standard, or
are not mentioned in it, but give the
equivalent results to those specified
and meet the intent of this Standard are
not necessarily prohibited. Where any
alternative is used then an appropriate
engineering certificate or validation is to
be provided by the proponent.”
Composite wall builds using marine
ply and sheet steel, whether it be sheet
steel, expanded mesh or perforated sheet
– headed and footed properly using
50mm angle iron for example – will
produce a wall resistant to attack beyond
the equivalence of a C and B brick wall.
You could beat up on a wall like that
for hours without success, unless of
course you have petrol powered cutting
equipment, which would be a little noisy
by most attackers’ standards.
As Section 1.6 states, any materials
and designs that meet the intent of
the standard and that give equivalent
results are not prohibited. Our military
and tactical forces are in the constant
practice of wall and door breaches –
they already have adequate validations in
this area as they do it all the time. You
name it, they have built and breached
it… and they write everything down.
I see no reason why a validated
option for wall and door builds
(inclusive of frames) cannot be achieved.
Kit set shell builds capable of being
installed and easily removed would go
a long way in providing a solution to
the problems faced by centre owners
seeking grading.
I think full advantage should be
taken in relation to Section 1.6, as this
is where the Standard can maintain its
currency. It is not just that the good folk
who own and manage monitoring centres
are hamstrung by the current Standard;
they simply don’t have any validated build
options currently available to them.
nzSecurity
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31c0n cybersec conference
comes to life in Auckland

N

ew Zealand’s newest cyber
security conference, 31c0n,
will take place 23-24
February 2017 at Auckland’s
Viaduct Events Centre.
Organised by Kordia’s Aura Information
Security, 12 global and local experts are
confirmed to present at the event.
According to Peter Bailey, general
manager of Aura Information Security,
the conference’s core focus will be
‘Critical Infrastructure Security’, but it
will also cover a broad range of cyber
security challenges, including vehicle
security, vulnerability and exploitation
research, fuzzing, defensive techniques,
offensive security, cryptography and
cryptanalysis.
“Business decision makers and
security specialists alike will benefit
from listening to top cybersecurity
experts from all around the world talk
about the emerging threats that have
the potential to damage and hurt their
business operations,” said Bailey. “These
guys aren’t working in hypotheticals,
but present issues that exist in the real
world.”

Peter Gutmann, eminent University
of Auckland Computer Scientist, will
deliver the conference’s keynote address.
Gutmann, who is interested in computer
security issues, including security
architecture, security usability (or more
precisely the lack thereof ), and hardware
security, has discovered assorted flaws
in publicly released crypto systems and
protocols.
Gutmann helped write the popular
PGP encryption package, has authored a
number of papers and RFCs on security
and encryption, and is the author of the
open source cryptlib security toolkit,
“Cryptographic Security Architecture:
Design and Verification”.
His white paper “Cost Analysis of
Windows Vista Content Protection”,
which described the content protection
specification as “the longest suicide note
in history”, attracted a good deal of
controversy following its 2006 posting,
sparking a war of words between tech
writers in NZ and internationally.
Flying in from the US for 31c0n,
Craig Smith, Research Director of
Transportation Security at Rapid7, is also

Peter Gutmann, University of Auckland Computer Scientist
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author of the hugely popular The Car
Hacker’s Handbook: A Guide for the
Penetration Tester. Smith has developed
open source utilities to teach CANbus to
students, and security penetration tools
to uncover vulnerabilities in vehicle and
diagnostic systems.
Other confirmed speakers from the
US include Michael Ossmann, a wireless
security researcher who makes hardware
for hackers and is best known for the
open source HackRF, Ubertooth, and
Daisho projects; and Edmond Rogers,
a Security Engineer at the University
of Illinois Information Trust Institute,
who will discuss Armadillo 2.0 client
for CyPSA (Cyber Physical Situational
Awareness), a UI for Windows that
provides data flow visualisation.
Ravishankar Borgaonkar, a research
fellow from Oxford University, will
present privacy issues in 4G cellular
networks and their impact on end-users
including myths about usage of IMSI
catchers and how privacy of mobile
subscribers can be breached at different
layers of 4G networking technologies.
Dr Oliver Matula and Chistoph
K Klaassen from ERNW, a Germanbased security company, will look at
the offensive and defensive elements of
corporate security.
Also jetting in from Europe will be
Philippe Langlois, the highly regarded
entrepreneur, security researcher and
expert in the domain of telecom and
network security who has led technical,
development and research teams at
Solsoft and TSTF.
Matthew Daley, a senior consultant
for Aura Information Security in New
Zealand, will be discussing service account
weaknesses in companies and what can be
done to manage risk. He conducts security
assessments across critical infrastructure
environments for a wide range of
industries, including banking organisations
and energy providers.
Tickets are $750 + GST for the twoday conference. For more information,
visit: www.31c0n.co.nz.
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NZSA CEO Update
In this abridged excerpt from a recent member update by NZSA CEO Gary
Morrison, the NZSA implements new PSR Code of Practice and lobbies for
monitoring centre and electrical worker licensing.
PSR (Protective Security
Requirements)
There has been a noticeable increase in
the recognition and uptake of PSR over
recent months and this can only have a
positive flow on effect for our industry.
There have been a number of recent
central and local government tenders
specifying both PSR Compliance and
NZSA membership as mandatory
requirements for tendering and this
is continuing to shift the determining
focus away from price and more towards
standards and professionalism.
Whilst the PSR team tasked with
introducing PSR into the business
community have developed a number
of assistance tools, including a
comprehensive website

NZSA CEO, Gary Morrison
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(www.protectivesecurity.govt.nz), their
initial focus has been very much on
working with government agencies and
there has been limited support for other
industry sectors.
The good news is that the NZSA
has been working closely with the PSR
team and we can assist our members in
adopting and becoming compliant with
PSR.
The NZSA has developed a Security
Industry Code of Practice for PSR
and it will be available for distribution
early this year. The new Code will be
introduced, along with a Code for Health
and Safety Capability, as part of the
review and update of the existing Codes
of Practice and the revamping of the
Audit Process that supports Accredited
Member status.
Licensing of Monitoring/
Communication Centre Employees
As mentioned in previous reports,
this has been a contentious area with
ambiguity in the legislation leaving the
need for the licensing of Monitoring
and Communication Centre employees
open to interpretation. As a result,
some companies have determined
not to license their staff whilst
others have committed to having
their staff licensed under either the
Property Guard or Security Consultant
classifications.
It is the NZSA’s position that all
staff working in security related roles,
including those providing monitoring

and communication centre operator
duties, should be licensed and we have
effectively lobbied the Ministry of Justice
for a change to the Regulations covering
this area that will hopefully be enacted in
coming months.
The question that remains however is
what form of mandatory training (if any)
should be required by monitoring and
communication centre operators as part
of the licensing requirement?
The NZSA believes that this is an
important decision for the industry and
therefore we are coordinating and hosting
an industry forum for all Monitoring
and Communication Centre providers
(including non NZSA members) to be
held in Auckland on Thursday 26th
January.
Licensing Exemption applied to
Electrical Workers
This issue continues to be one of our
top priorities given the uneven playing
field it creates and that the removal of
the need for a “good character test” for
electrical workers performing security
install work is seemingly in total
contradiction to the PSR.
Our approach to Minister Bridges
last year met with a sympathetic and
supportive response and further
discussion is scheduled with the Ministry
of Justice and Ministry Business
Innovation and Employment early this
year that will hopefully provide some
clarity on how we can best progress this
issue.
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fired up protection
LOKTRONIC’s expansive product range has just become even
wider with these first class EGRESS and FIRE PROTECTION DEVICES
and PROTECTIVE COVERS.

NEW

STI-1130 Ref. 720-102

STI-WRP2-RED-11 IP67
Ref. 720-062R

Surface mount with horn and spacer
255mm H x 179mm W x 135mm D

Also available in White.

STI-RP-WS-11/CN
Ref. 720-052W
Available in White, Green,
Blue & Yellow.

STI-13000-NC Ref. 720-090
Flush mount, no horn
206mm H x 137mm W x 69mm D

STI-RP-GF-11/CN
Ref. 720-051G
Available in White, Green,
Blue & Yellow.

NEW

STI-RP-RS-02/CI

STI-13B10-NW Ref. 720-092
Surface mount, horn and label optional
206mm H x 137mm W x 103mm D

Ref. 720-058
Cover included.
Flush Mount Available.
•
•

STI-1100 Ref. 720-054

•

Flush mount with horn
255mm H x 179mm W x 86mm D

•

•
•
•
•
•

STI-6518 Ref. 720-060
Flush mount, no horn
165mm H x 105mm W x 49mm D

STI-13210-NG Ref. 720-094
Surface mount, horn and label optional
206mm H x 137mm W x 103mm D

All STI ‘Stoppers’ are made of tough, UV stabilised
polycarbonate. Many can be supplied with or without
a 105 dB horn. Other models and sizes available
including weather resistant options.

Approved to EN54-11
Current Rating: 3 Amps @ 12-24V DC, 3 Amps @ 125-250V AC
Material: Polycarbonate
Comes with Clear Cover
2 x SPDT switches
Positive activation that mimics the feel of breaking glass.
Visible warning flag confirms activation.
Simple polycarbonate key to reset operating element - no broken glass.
Dimensions: 87mm Length x 87mm Width x 23mm
Depth (Flush Mount) & 58mm Depth (Surface Mount)

STI-6255 Ref. 720-042

Mini Theft Stopper discourages inappropriate
use of equipment. Sounds a powerful 105
dB warning horn when activated. Tough, ABS
construction. Reed switch activation for cabinets
and display cases or unique clip activation for
freestanding equipment. Does not interfere
with use of protected fire fighting equipment.
Compact design 85mm H x 85mm W x 25mm D.

STI-6720 Ref. 720-047

Break Glass Stopper. Keys under plexiglas.
Protects emergency keys from inappropriate use.
Keys remain visible. Fast, easy installation. Simple,
inexpensive plexiglas. 3 year guarantee against
breakage of the ABS housing within normal use.

NEW

Battery Tester Ref. 730-101

Fire Brigade Alarm: (Closed/Open) Ref. 730-202

Anti-Interference Device

ViTECH, strong, lightweight aluminum case, 5, 15
and 30 amp battery tester for fire and alarm use.
Weight: 500gms, Size: 165mm x 90 x 70mm.

ViTECH branded Type X and Type Y (illustrated) models with
temperature compensated pressure transducers with digital display
showing pressures for defect, fire and pump start.

Ref. 730-400 series
ViTECH AID for sprinkler valve
monitoring; fits all ball valve sizes.

21451

ViTECH products are designed and produced in New Zealand.

Loktronic Limited Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
mail@loktronic.co.nz www.loktronic.co.nz

nzSecurity in
NZ cyber security firm raises
$6.2m in Series A funding

23 DEC: According to voxy.co.nz,
web-application protection specialist
RedShield Security Ltd has announced it
has successfully raised NZD $6.2 million
as part of a Series A funding round from
Sage Technologies Ltd
Sage Technologies is the technology
venture of investment manager and
QuantRes founder Harald McPike.
According to RedShield CEO, Andy
Prow, his company is the world’s first web
application protection service to target
100% mitigation of known exploits. He
sees Sage’s backing as validation of the
progress made by RedShield. The funds
will be used to accelerate the company’s
growth.
The capital raising is more good news
for RedShield, which recently won “Best
Security Company of the Year” at the
2016 iSANZ Awards.
Prow says the business has significant
plans to capitalise on the opportunities
afforded by cyber-security’s growing,
multi-billion-dollar globally addressable
market, which analyst firm IDC predicts
will reach USD $101 billion by 2020.
Craig Mawdsley of Sage Technologies,
who has joined the RedShield Board,
stated that RedShield is well positioned
to be the next New Zealand high growth
technology story.

Hijacker trespassed from
Wellington Airport

11 JAN: According to Radio NZ and
other media sources, Wellington Airport
has trespassed the country’s only
convicted plane hijacker, as the end of her
sentence looms.
Asha Abdille stabbed both pilots on
an Air New Zealand flight from Blenheim
to Christchurch in an attempt to hijack
the plane in February 2008. The former
Somali refugee threatened to hijack
another aircraft and set herself on fire.
Currently held in a forensic unit, Ms
Abdille will be placed on a compulsory
treatment order when her prison sentence
expires on 7 February.
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the News

A Parole Board ruling from May 2016
stated it was “aware of the psychiatric
opinion that Ms Abdille’s treatment will
continue for some two years or so if not
longer”. The Dominon Post reports that
Abdille had 28 previous convictions
and was involved in a high number of
incidents and misconducts while in
prison.
It quotes Wellington Airport’s
spokesperson as saying “Normally we
would not discuss individual cases but
given this is in the public interest we can
confirm in co-ordination with Airport
Police we have a standing trespass notice
in place and would continue to monitor
the situation. The safety of passengers is
our top priority.”

NZ academic appointed
to Canadian Cybersecurity
board

21 DEC: Professor Hossein Sarrafzadeh
from Auckland’s Unitec Institute of
Technology has been recruited to the
Canadian Institute for Cybersecurity
(CIC), part of the University of New
Brunswick’s Information Security Centre
of Excellence.
The CIC’s remit includes addressing
practical security problems such as
enabling resilient infrastructure that
performs well under malicious and
uncertain environments, conducting
research and commercialisation of
cybersecurity solutions and training for
the global industry, which is predicted to
grow to $170 billion by 2020.
Professor Sarrafzadeh said the
invitation to sit on the board is great
recognition of the cybersecurity work
happening in New Zealand.
Prof Sarrafzadeh recently secured and
chaired the 14th International Privacy
Security and Trust conference attracting
international cyber security leaders,
researchers and business people to New
Zealand to discuss the latest research,
trends and novel applications.
He is the founder of the Centre for
Computational Intelligence and Cyber
Security Research, a collaboration
with NICT, Japan’s national research

institute. He also founded the Centre
for Computational Intelligence and
Environmental Engineering, a joint
venture with NIWA and partners in
China.

WatchGuard targeting new
customers and partners

10 JAN: According to ChannelLife
NZ, WatchGuard Technologies is
launching two new security offerings
locally.
Although WatchGuard boasts more
than 10,000 reseller partners in 120
countries, the threat protection software
provider is hopeful that the new offerings
will deliver both new customers and new
channel partners.
According to David Higgins,
WatchGuard’s ANZ regional director, the
company will launch a cloud-based secure
Wi-Fi offering in Australia and New
Zealand in February.
The company claims that its nextgeneration secure wireless solution boasts
the industry’s most sophisticated wireless
intrusion prevention system technology.
As a major differentiator, analytics will
be part of the base package, turning WiFi hotspots into consumer research and
analytics tools.
WatchGuard will also launch a new
threat protection and response offering
that co-ordinates network intelligence
with endpoint intelligence. According
to Higgins, it is a brand new service,
all managed from the WatchGuard
firewall in the cloud, that opens up new
opportunities for partners.

Hong Kong investor buys
Hemisphere Technologies

23 DEC: Hong Kong-based investor,
Harry Cheung, has joined Hemisphere
Technologies as a new company
shareholder and Chairman. The terms
of the acquisition will also see current
managing director, Andrew Mamonitis,
become a company shareholder.
According to a ARN report, Cheung’s
entry into the Australia and New Zealand
market will result in a “significant
February / March 2017

injection of capital” for the specialist
distributor, expanding the company’s
reach across Asia Pacific in the process.
“I see it as an exciting opportunity
within a fast growing, dynamic
environment. Having seen what drives
success across the channel, I can see
Hemisphere has all the right indicators in
place,” said Cheung.
Cheung’s investment follows a large
diversification in Hemisphere’s portfolio
that includes both leading and emerging
security vendors. Cheung said the priority
for the distributor in 2017 will be on
its network of trans-Tasman channel
partners.
Cheung was previously president
of Information Security One, a leading
provider of information security in China,
as well as managing director of Beijing
Gloryson Technology Co, Trend Micro’s
only China distributor.

Timaru man sentenced after
punching pub security

09 JAN: Stuff.co.nz reports that a Timaru
man has been sentenced to community
service after punching a pub security
guard “several times” in the face last
month.
Andrew Peter Whiting, aged 20,
appeared in the Timaru District Court
on charges of assault, assaulting a police
officer, and resisting police arrest.
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Judge Joanna Maze stated that
“Alcohol is plainly a problem” for the
defendant. “You used enough force to
stop him being able to work for several
days,” she commented.
Sergeant Mike Wingfield stated that
Whiting had been evicted from the Old
Bank at 11.45pm on 2nd December for
intoxication. As he was being removed
from the bar by security, he threw a
punch at the guard; he then regained
entry and took another swing at the guard
before walking off.
Whiting returned shortly afterwards
and repeatedly punched the guard in the
face.
The security guard and a police officer
suffered injuries as a result of Whiting’s
actions, with the security guard being
deemed unfit for work. Whiting was
convicted and sentenced to 90 hours’
community work, and ordered to pay
$500 reparation to the security guard.

Police response to IPCA
report on Taser use

12 JAN: NZ Police has accepted the
findings of an Independent Police
Conduct Authority Investigation into the
use of a Taser on a Greymouth man in
June 2015.
Police went to the man’s property to
arrest him following an earlier incident
with neighbours involving a tomahawk.

The man was intoxicated and abusive and
it took officers 20-25 minutes to handcuff
him due to resisting and refusal to follow
Police instructions.
The man was tasered once with no
effect, before being tasered a second time
with effect as Police attempted to get him
into a Police van cell following arrest.
The IPCA found the use of the Taser
was a disproportionate and unjustified
use of force as the man was not being
assaultive at the time. The IPCA also
concluded that an experienced Sergeant
should not have instructed a probationary
Constable to use the Taser in this
situation.
“We agree with the IPCA that the use
of Taser in this instance was unjustified
and the Sergeant should not have directed
an inexperienced officer to contact
stun the man because he was not being
assaultive,” says Superintendent Steve
Kehoe, Tasman District Commander.
“We understand the pressure felt by
the Probationary Constable to follow
their supervisor’s orders and have
provided advice around this matter
to them.” The Sergeant involved has
resigned.

NZ Police and Waikato
University form partnership

12 JAN: New Zealand Police and the
University of Waikato are joining forces
to establish a world-class research centre
that will help better inform Police in their
work to prevent crime and protect the
public.
A Letter of Intent to form a
partnership and establish a Centre for
Evidence Based Policing has been signed
by both parties.
“The Centre for Evidence Based
Policing and the work it produces will,
I know, prove to be a valuable resource
for our staff and help us improve trust
and confidence with the public,” stated
Commissioner of Police Mike Bush.
The University was selected by NZ
Police as its primary research partner
following an open tender process. Staff
from NZ Police, the university and other
strategic partners will work together
on research projects at the centre in
Wellington, to be opened within the next
six months. A research hub will also be
established at the Royal New Zealand
Police College.
The agreement between the parties
will be for six years. Initial research
projects are likely to focus on key
priorities for police including victims,
Māori and road policing.
nzSecurity
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Australia roundup
Legendary BBL guard steals
show again

02 JAN: A security guard, who had
caused an internet sensation earlier in the
season by taking a nonchalant outfield
catch, was up to his old tricks during a
game between the Adelaide Strikers and
Sydney Sixers in Big Bash League cricket
on 31 December.
According to News.com.au, Vikas
Chhikara impressed the Adelaide Oval
crowd before Christmas, “when he barely
raised a sweat, taking a catch off the bat
of former test opener Joe Burns who,
playing for the Brisbane Heat, hooked
fast bowler Kane Richardson over the
boundary for six.”
Chhikara, seated in a chair, didn’t
have to move to take the catch. He took
the catch easily on the chest, and then
casually lobbed the ball back in the field
of play. His facial expression barely
changed as he gave a brief thumbs-up to
the crowd.
This casual display gave Chhikara
immediate internet stardom, as a result
of which he was invited to take part in a
catching competition during the innings
break of the Adelaide-Sydney game.
His latter effort was more impressive,
requiring an overhead catch and a
backwards tumble, leaving commentator
and former Australia wicketkeeper Adam
Gilchrist to exclaim “That is gold.”

According to the Triple J website, a
second security guard is seen attempting
to intervene along with another festival
attendee who is told to “f**k off” by the
guard. The victim had reportedly let off a
flare before the incident occurred, stated
to a Nine News report.
On Facebook, festival organisers said in
a statement “We appreciate your continued
patience whilst we work with the external
security company Asset Protection Systems
and QPS (Queensland Police Services) to
further investigate the matter.
“FOMO Festival do not condone the
use of excessive force or violence at any of
our events.”
A Brisbane security guard has been
stood down pending an investigation.

appropriating, stealing or defiling their
identity (35%) or defrauding them of
their finances (33%). Lesser concerns
surround kids misusing parents’ devices
(17%), work safety (5%) and relationships
(6%).
Baby Boomers are most worried about
their financial details being compromised,
with more than half (52%) securing their
phones to protect this data. Generation X
(35%) aren’t as concerned with financial
security and Generation Y (20%) even
less so.
Younger generations are more
paranoid about veiling inappropriate
or private images, with one quarter
of Gen Y (25%) enabling password
protection.

Study: Australians paranoid
about phone security

Security risks prompt calls for
body vest

11 JAN: Australians are a worrying bunch
when it comes to mobile phone security,
and with good reason, according to
research by finder.com.au.
The study revealed that two-thirds
(66%) of Australian smartphone users
assign a security pincode to their device
in order to protect their identity, financial
details, photos and social media accounts.
One in three (34%) devices remain
vulnerable and unprotected.
According to the study, Australians
are most worried about offenders

08 JAN: According to AAP, Nigel
Walters of TCB Security Professionals
lost a legal bid last May to get a permit
for his staff to wear ballistic vests when
protecting clients, especially news crews,
at dangerous crime scenes.
Walters then argued to the Civil and
Administrative Tribunal late last year
that his staff had been in grave danger
protecting a Ten Network crew covering
the shooting of NSW police accountant
Curtis Cheng in October 2015. Unprotected
TCB security guards were doing their jobs

Guard allegedly chokes
party-goer

09 JAN: Disturbing footage has emerged
of a security guard allegedly choking a
party-goer at the sold-out FOMO music
festival at the Riverstage in Brisbane on
7th January.
The video, posted to Facebook, shows
a man on the ground with a security
guard pinning him down and appearing
to be holding him down by his neck.
Another festival-goer can be seen trying
to intervene, but is pushed back. The clip
has been viewed more than half-a-million
times on Facebook and shared almost
3,000 times.
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alongside police officers who were “wearing
full body armour with riot gear.”
His application for a permit for the
vests, which are listed under the Weapons
Prohibition Act, was unsuccessful at the
tribunal in December.
According to Walters, the increasing
risk of terrorism and gun crime in Sydney
means the law preventing private security
contractors from wearing body armour
vests needs to change.
Despite its rejection of Walters’
application, the tribunal stated “There
can be no denying that Australia is also at
risk of a terrorist event involving multiple
simultaneous attacks such as those
recently experienced in France.”

Guard allegedly exposes
himself to 3yo girl

21 DEC: According to NSW Police,
security guard who found a lost girl at
the DFO Homebush shopping centre in
Sydney allegedly exposed himself to her
before returning her to her parent.
The Sydney Morning Herald reports
that the 27-year-old security guard was
to face court with committing an act of
indecency against the three-year-old girl
at the shopping centre on 18 December.
A Police spokesperson stated the
girl was with one of her parents at the
shopping centre when she became lost
among the crowds of Christmas shoppers.
Her parent immediately alerted shopping
centre staff, who started searching for her.
Police will allege in court that the
security guard found the girl and then
took her to a corridor at the shopping
centre where he exposed himself and
committed an indecent act. He then
returned the girl to her parent, who later
alerted police.
Following an investigation, police
arrested the security guard, taking him
to Macquarie Fields Police Station where
he was charged with committing an act
of indecency with a person under the age
of 16, and taking or detaining a person
with intent to obtain advantage. He was
refused police bail.

Conference: Partnering for a
Cyber Secure Australia

The Australian Cyber Security Centre
(ACSC) Conference will be returning in
2017. In it’s third year, the conference
will be held 14 – 16 March at the National
Convention Centre, Canberra.
Aimed at CEOs, CIOs, CISOs,
CTOs, ICT Managers, ITSAs, ITSPs,
IRAP Assessors, Researchers, Risk
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Managers, the event will feature leading
cyber security experts from Australia
and abroad, to discuss the latest threats,
mitigations and advances in cyber
security.
ACSC is an Australian Government
initiative to ensure that Australian
networks are amongst the hardest in the
world to compromise. Its role includes
raising awareness of cyber security,
analysing and investigating cyber threats,
coordinating national cyber security
operations and capability, and leading
the Australian Government’s operational
response to cyber incidents.
The centre brings together existing
cyber security capabilities across Defence,
the Attorney-General’s Department,
Australian Security Intelligence
Organisation, AFP and Australian Crime
Commission in a single location – the Ben
Chifley Building in Canberra.
Importantly, it acts as a hub for
greater collaboration and information
sharing with the private sector, state and
territory governments and international
partners to combat the full breadth of
cyber threats.

Coles shoppers cold on
shoplifting barrier

19 DEC: According to News.com.
au, the Coles supermarket chain has
launched a number of initiatives in
recent months to reduce its $1.1 billion
annual theft debt, including extra
measures to prevent shoplifting at selfservice check-outs.

A new shoplifting barrier, however,
has drawn the ire of some customers.
The security screens installed at some
belted check-outs block off the grocery
collection area up to head height.
Customers are thus having to move
around to the front to pick up their bags.
A photo of the screen has been posted
by a disgruntled customer onto Coles’
Facebook page, with the comment “Just
wondering if whoever designed the checkouts at your supermarkets have ever
shopped there?”
“Do you know how frustrating it is to
have to lean around your security barrier
to get your groceries?
“Wouldn’t it be a good idea to actually
consider the shopper who spends money
in your store and make the experience
better instead of considering your
shoplifters?” stated Beth Carrick in her
Facebook post. “Also your staff members
commented that it had to be a man who
designed them! That is my opinion as
well! Surely these can be placed at the
back of the bagging area.”

National security hotline hits
milestone

23 DEC: In the wake of one of
Australia s most substantial terror plot
disruptions in recent years, AttorneyGeneral George Brandis, reminded
Australians to report suspicious and
unusual behaviour to the 1800 123 400
National Security Hotline.
Joint Counter Terrorism Team
detectives charged three men following
the execution of warrants in Melbourne
on the evening of 22 December as part of
Operation Kastelholm.
Calls to the Hotline have reached
the milestone of 250,000. “Information
provided to the Hotline makes a real
difference – it has helped with ongoing
investigations and has sparked new
ones,” he stated. “Just last week, a
South Australian man was charged with
advocating terrorism following a contact
to the Hotline.”
Calls to the Hotline have significantly
increased since the threat level was raised
in September 2014. Call numbers also
tend to spike around specific incidents.
There was a marked increase in calls, for
example, following the December attack
in Berlin.
The Hotline receives a range of
useful information – suspicious financial
transactions, social media accounts
promoting extremist ideology, suspicious
travel planning, and people radicalising
towards extremism.
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Australasian terror:
a summer snapshot

A

flurry of worried reporting
hit the media in the wake of
the release of the National
Security System Handbook by
the Department of Prime Minister and
Cabinet in early November. According
to the document, the system had been
activated after an unspecified “threat
of a domestic terrorist incident”, but no
details of the threat have been provided.
The annual report of the InspectorGeneral of Security and Intelligence also
confirmed that the NZSIS responded to a
suspected terrorist act in the second half
of 2015.
Then, only weeks ago, media reported
that Saudi Arabian police had shot dead
Taie Bin Salem bin Yaslem Al-Saya’ari
on 7th January after they say he planned
an attack on the iconic Medina Mosque.
Until 2013, Al-Saya’ari had spent five
years studying in New Zealand.
According to the Saudi government,
Al-Saya’ari was a former engineering
scholarship student in New Zealand, and
that he had made the suicide bomb used

in a 4th July attack outside the mosque,
killing four members of Saudi security
forces.
In comments to stuff.co.nz, security
specialist Paul Buchanan said that the
most common “terrorist wannabe” in
New Zealand was the “self-radicalised
computer jockey” planning lone-wolf
attacks via the Internet. He stated that
although we are far less at risk of major
terrorist attacks than Europe, the US and
Australia, our involvement in the war
against ISIL put us at risk.
Despite these recent brushes with
terror, New Zealand’s terror threat level
remains ‘LOW’.
Meanwhile, across the Tasman – and
in an unrelated incident – six men and
a woman were detained in raids on 23
December on suspicion of “preparing or
planning a terrorist attack”. According
to police, the plot involved the use of
improvised explosive devices on highprofile targets around Melbourne, such
as St Paul’s Cathedral, Federation Square
and Flinders Street station.

Flinders Street, Australia’s busiest train station. Courtesy Adam.J.W.C.
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The woman and two men were later
released. Three other men, all in their
twenties, did not enter pleas and are due
to appear in court in April. Another man
remains in custody.
At a press conference, Prime Minister
Malcolm Turnbull commented that it
was “one of the most substantial terrorist
plots that has been disrupted over the
last several years,” and that it was an
“Islamist terrorist plot inspired by Daesh
or ISIL.”
“Since the terrorism threat level was
elevated to probable in September 2014,
Australia has experienced four terrorist
attacks and 12 successful major disruption
operations,” he said. “Fifty-seven people
have been charged as a result of 25
counterterrorism operations around the
country.”
According to Minister for Justice
Michael Keenan, the disruption is
amongst the most serious “in terms of
its intent, and in terms of the capability
of the people who have been disrupted.”
It would have been a horrendous attack,
he continued, “an attack that may have
caused very significant casualties.”
Commissioner of the Australian
Federal Police, Andrew Colvin stated that
the group “had moved very quickly from
an intention to a capability, and developed
capability, including quite progressed
plans.”
Those detained are said to be
Australian-born and of Lebanese
background, and another born in Egypt.
It is believed they were self-radicalised,
inspired by Daesh or ISIL. “There is no
question in our mind”, stated the AFP
Commissioner, “that they were inspired
by events overseas, inspired by ISIL,
inspired by material that has been placed
online.”
Australia’s National Terrorism Threat
Level remains PROBABLE, meaning that
credible intelligence, assessed by security
agencies, indicates that individuals or
groups continue to possess the intent and
capability to conduct a terrorist attack in
Australia.
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Waikato Uni snares major
cyber security forum

T

he annual International
Organization for Standardization
(ISO) event responsible for cyber
security international standards,
such as the ISO/IEC 27000 series, is
coming to Hamilton this April.
Hosted by the USA-based Cloud
Security Alliance (CSA) on behalf of
Standards New Zealand and supported
by the University of Waikato and Tourism
New Zealand, the 28th ISO/IEC JTC
1/SC 27 Plenary and Working Group
Meetings will be held at the university
from 18 to 25 April 2017.
Event co-convenor and multi-award
winning Head of Waikato University’s
Cyber Security Lab, Dr Ryan Ko, says the
event will bring about 400 cyber security
experts from around the world together
in Hamilton.
“This cyber security event is one of
two held each year by the Swiss-based
International ISO, and it helps shape how
the industry moves and operates,” says Dr
Ko.
Dr Ko, who is the principal
investigator of the six-year $12.2
million MBIE-funded cloud security
project STR ATUS, says participation
in the ISO standardisation activities
are important to ensure STR ATUS’
cyber security products meet a
recognised international standard.
STR ATUS aims to create a suite
of security tools, techniques and
capabilities that return control of data
to Cloud computing users.
Now in its second year, STRATUS
- Security Technologies Returning
Accountability, Trust and User-centric
Services in the Cloud - is a team of
leading cloud security researchers and
practitioners from the University of
Waikato, University of Auckland, Unitec
Institute of Technology and the Cloud
Security Alliance.
“The SC 27 working groups create
and manage prominent international
security and privacy standards such as
the ISO/IEC 27001 and ISO/IEC 27018,
which are used to evaluate the best

February / March 2017

Dr Ryan Ko, Head of Waikato University’s Cyber Security Lab

practices of major organisations. With
the support of Tourism New Zealand, we
were able to win the hosting bid ahead
of prominent member nations such as
China.
“This is a great achievement for New
Zealand cyber security on the global
stage,” says Dr Ko.
ISO is an independent, nongovernmental international organisation
with a membership of 163 national
standards bodies, which are the
foremost standards organisations
in their countries – with only one
member per country. ISO standards are
developed by groups of international
experts, with standards being developed
in response to requests from industry
or other stakeholders, such as consumer
groups.
Dr Ko has recently returned from
ISO/IEC JTC 1/SC 27 Working Group
Meetings in the UAE where he was
elected as an editor for ISO/IEC AWI
21878 in the cyber security international
standards committee SC27. Dr Ko also
took that opportunity to promote the
New Zealand event to SC 27.
In April 2015 Dr Ko submitted a new
project proposal for a new cyber security
standard “Security guidelines for design
and implementation of virtualised

servers”. It usually takes six years for a
standard to go from proposal stage to
be adopted as an international standard,
so a result Dr Ko has been busy. His
Waikato University Cyber Security Lab
hosts the annual NZ Cyber Security
Challenge, the country’s premier hacking
event. The competition features a
number of rounds in which contestants
solve simple cyber security based
puzzle challenges, break into vulnerable
servers and defend a simulated company
infrastructure against real-life security
professionals.
It’s valuable experience for the
133 secondary school and 78 tertiary
students and 56 industry/open category
contestants who took part in the event.
Ko was also one of the eight
people elected last November to the
government’s new Cyber Security Skills
Taskforce, which was set up to address
the shortage of cyber professionals in
New Zealand.
The taskforce will focus on practical
actions to increase the number of cyber
professionals the industry needs to
help defend against cyber-attacks. This
includes establishing a pathway for junior
analysts, including a level 6 qualification
and industry-supported internships, to be
developed this year.
nzSecurity
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NVR301 SERIES

NVR302 SERIES

IPC312/314SR
SERIES CAMERAS

POE+300M

RANGE

POE+300M

RANGE

8/16- POE+ channels
4/8/16 POE+ channels

1x VGA, 1 x HDMI 4K outputs

1080P/2MP/4MP Resolution

1x VGA, 1 x HDMI 4K outputs

Supports H.264/H.265

Supports H.264/H.265/UCode

Supports H.264/H.265

2x HDD up to 16TB total

Smart IR 15m distance

1x HDD up to 6TB

Onvif Support up to 12MP

Triple Streams

Onvif Support up to 8MP

Alarm i/o support

Onvif Compliance

Support P2P, UPnP, NTP, DHCP,

Support P2P, UPnP, NTP, DHCP

IP66

Supports up to 80Mbps

Supports up to 320Mbps

Microphone built in

Support mobile access

Support mobile access

Micro SD Card up to 128gb

ph: 09 276 3271
sales@crknz.co.nz

ph: 09 276 3271
sales@crknz.co.nz

ph: 09 276 3271
sales@crknz.co.nz

3 Hotunui Drive
Mt Wellington, Auckland, 1060

3 Hotunui Drive
Mt Wellington, Auckland, 1060

3 Hotunui Drive
Mt Wellington, Auckland, 1060

IP CCTV | HD-CVI |
ITRON AUTOMATION & SECURITY 0800 487 664

Loktronic

Power

distribution module

The Power Distribution Module allows the
removal of power to a group of doors on a fire
alarm activation whilst conforming to regulations.
Provision for individual fused power supply to each
door lock.

Loktronic

for gate locks

Choose from a comprehensive range of 23 models
of electric gate and outdoor locks for a wide range
of applications.

Red and black uncommitted terminals to facilitate
distribution from power supply or battery, to load.
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Loktronic Limited Unit 7 19 Edwin Street Mt Eden
Auckland P O Box 8329 Symonds Street Auckland
1150 New Zealand Ph 64 9 623 3919 Fax 64 9 623 3881
0800 FOR LOK www.loktronic.co.nz
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Designed, tested and
produced in New Zealand.
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P O Box 8329 Symonds Street Auckland 1150 New Zealand
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Gate locks from Loktronic – a wise choice.
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7 models of strikes by Trimec and eff-eff, Rim
mounted locks from CISA, and a versatile
range from Securitron and Interlock.

Comprises
• Fire Drop Relay DPDT 12 VDC • 6 x 2 Amp FU 500
Terminals with LED Indication • 2 x Red Terminals
• 2 x Black Terminals • I x DIN Rail
ic Prod
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• All terminals are labelled.
es

6 models from the famous Loktronic stable,
and 7 imported models with holding forces from
300kg, 550kg, up to 740kg; all locks complemented
by accessories to facilitate fitting.

Open Platform VMS

Customized
CCTV Kits
Kits
Dahua Customized

Wireless IP Surveillance
• Cost effective high performance
wireless access points for
outdoor use
• Stockists of AirMax, AirFiber,
AirVision, UniFI & mFi series
products
• ITPLUS are a Ubiquiti certified
and trained partner

•• We
Wesupply
supply
fully
customized
fully
customized
complete
CCTV
in form
complete
CCTV
kitskits
in form
of of
Hybrid,Tribrid,
Tribrid,IP,
IP,CVI
CVIetc
etc
Hybrid,
• Complete kits are a great way of
• Complete kits are a great way of
reducing costs and getting the
reducing
costs andfrom
getting
theplace
whole package
one
whole
package
from
one
place
• Receive FREE support*
FREE
support*
including
including
remote
connection
• Receive
remote
connection assistance
assistance

• Award winning best open
platform VMS
• Advanced Built-in Video
Analytics
• Micromodule crashproof
software architecture
• Includes powerful features
such as Modern GUI, Video
Archive, Green Stream, Time
Compressor, Interactive 3D Map,
Autozoom etc.

Distributed by

Distributed by

Distributed by

Ph: 09 950 4940 l E: info@itplus.co.nz
www.itplus.co.nz

Ph: 09 950 4940 l E: info@itplus.co.nz
www.itplus.co.nz

Ph: 09 950 4940 l E: info@itplus.co.nz
www.itplus.co.nz

ACCESS | INTERCOMS
www.itron.co.nz

trade@itron.co.nz

83 Triton Drive, Albany

Power supply cabinets
• Mounts for our 5 most popular models of power
supplies; 6 key-hole anchor points for easier mounting

total reed switch

• Lift off hinged doors for added convenience
• Louvre ventilation on doors

solutions from Flair

• Roller ball reed switch provides anti-tamper to front
and rear of cabinet
• Medium cabinet holds 5 x 7 A/h batteries
• Large cabinet holds 14 x 7 A/h batteries
• Front lip to retain batteries and for additional strength
• Removable shelf and removable back plate to
facilitate easy bench mounting of equipment
• Lip return on door for greater rigidity
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Complete range of monitored security PSUs in
12 and 24 VDC from 2.5 A - 20 A. DIN rail units
in 12 and 24 VDC from 10 - 100 watts. Plus,
inline and Plug packs and DC/DC converters.

Flair reeds from Loktronic:
an unbeatable combination.

Power supplies from Loktronic – a great deal.

Loktronic Limited Unit 7 19 Edwin Street Mt Eden
Auckland P O Box 8329 Symonds Street Auckland
1150 New Zealand Ph 64 9 623 3919 Fax 64 9 623 3881
0800 FOR LOK www.loktronic.co.nz

Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
www.loktronic.co.nz
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Loktronic Limited Unit 7 19 Edwin Street Mt Eden
Auckland P O Box 8329 Symonds Street Auckland
1150 New Zealand Ph 64 9 623 3919 Fax 64 9 623 3881
0800 FOR LOK www.loktronic.co.nz

Source all your power supply requirements at
Loktronic and choose from a range of over 20 ex
stock options, with 100's more to select from.

ts

Designed, tested and
produced in New Zealand.

Lo

• Durable powder coated white finish
kt

for power supplies

Talk to Loktronic now about our comprehensive
range of Flair Reed Switches. Not only for
“standard” use, but also for specialty applications,
from taught-wire types to waterguards, from
collared to stubbies, from overhead door with
offset to floor contacts, from latchguard to
sub-miniature, from push-fit to surface mount.

• Cam lock for security

• Heavy gauge 1.2mm steel

Loktronic

From closed loop, open loop to SPDT,
we’ve got the lot.

• 6 x 25mm knockouts, 2 each sides and bottom

SUBSCRIBE
NOW!
Readers of NZ Security include those
working directly and indirectly in the
domestic and commercial security
industry. From business owners and
managers right through to suppliers,
installers and front line staff.
Among our readers are IT security
experts, surveillance professionals and
loss prevention staff.
Our readers take their job seriously
and make an active choice to be kept
informed and up to date with the
industry.
For only $75.00 plus GST you can
ensure that you receive a 1 year
subscription (6 issues) by filling out the
form below and posting to:
New Zealand Security Magazine
27 West Cresent,
Te Puru, 3575
RD5, Thames, New Zealand
or email your contact and postal
details to: craig@defsecmedia.co.nz

Mr Mrs Ms________________________
Surname_________________________
Title_____________________________
Company________________________
Postal Address____________________
________________________________
________________________________
Telephone________________________
Email____________________________
Date_____________________________
Signed___________________________
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EVENTS
NZSA Auckland
Morning Networking Meeting
When: Wednesday 15th February 2017,
7:30 – 9:00am
Where: The Horse and Trap, 3 Enfield
Street, Mount Eden
Details: www.security.org.nz

Interpol World 2017
Congress and Exhibition
When: 4-6 July 2017 (congress); 5-7 July
(exhibition)
Where: Suntec Singapore Convention &
Exhibition Centre, Singapore
Details: www.interpol-world.com

Biometrics Institute Privacy Meeting
Sydney 2017
When: Tuesday 14th February
2017, 9.30 - 11.30am
Where: Sydney
Details: www.biometricsinstitute.org/
events.php

Advanced Security Summit
When: 1 and 2 August 2017
Where: Pullman Sydney Hyde Park,
Sydney
Details: www.securitysummit.com.au

31c0n
Date: 23-24 February 2017
Venue: Viaduct Events Centre, Auckland
Details: www.31c0n.co.nz
2017 NZTech Advance Government
and Technology Summit
When: 28 February 2017
Where: Te Papa, Wellington
Details: www.conferenz.co.nz
Australian Cyber Security Centre
Conference 2017
When: 14 – 16 March 2017
Where: National Convention Centre,
Canberra
Details: https://acsc2017.com.au
Biometrics Institute Member Meeting
Wellington 2017
When: Wednesday 29 March 2017
Where: National Library of New Zealand,
Wellington
Details: www.biometricsinstitute.org/
events.php
Biometrics Institute Asia-Pacific
Conference 2017
When: 17-18 May 2017
Where: Dockside, Sydney
Details: www.biometricsinstitute.org/
events.php
22nd Australasian Conference on
Information Security and Privacy 2017
When: 3–5 July 2017
Where: Massey University Albany
Campus, Auckland
Details: www.massey.ac.nz

2017 NZSA Annual
Security Industry Awards
When: Friday 25th August
Where: Te Papa, Wellington
Details: www.security.org.nz
Biometrics Institute Congress 2017
When: 1-2 November 2017
Location: Australia House, London
Details: www.biometricsinstitute.org/
events.php
NZSA Wellington
Networking Meeting
When: 28 February 2017, 3:30-5pm
Where: Skills Office, 154 Featherstone
Street, Wellington
Details: www.security.org.nz
NZSA Queenstown
Networking Meeting
When: 21 March 2017, 3:30-5pm
Where: Nugget Point Hotel
Details: www.security.org.nz
NZSA Christchurch
Networking Meeting
When: 22 March 2017, 3:30-5pm
Where: Airport Gateway Motor Lodge
Details: www.security.org.nz
NZSA Dunedin
Networking Meeting
When: 23 March 2017, 3:30-5pm
Where: Pacific Park Motel and
Conference Centre
Details: www.security.org.nz
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MEM2400LP

World leaders in
revolutionary Electric
Locking Design
and Craftsmanship.
Proudly stocked and
supported by NZ’s
leading authorized
distributor…

• Suits low door height or narrow
profile frames
• High holding force up to 1000kg
• Releases with up to 70kg of side
pressure; early warning alarm
• Supplied with anti-tamper bracket
• 12/24 VDC, low power consumption
• 4 hour fire rated
• Lock Status & Door Status Sensors
MEM2400LED-LZ
• Features as for MEM2400LP with L/Z
Bracket for inward opening doors

FES20M
• High security stainless steel strike
rated up to 1490kg holding strength
• Quick and easy Power to Lock/Power
to Open interchange
• Mounting kit with adaptor tabs
• 12VDC 220mA; 24 VDC 120mA;
36 VDC 80mA
• Door, Lock & Frame status monitors
• Pre-drilled for extension lips,
25mm & 50mm available

FES 10 and FES 10M
• Stainless steel faceplate & keeper
rated up to 1300 kg holding strength
• FES 10 is IP56 rated
• Dual voltage capable; 12VDC 200mA,
24VDC 100mA
• Pre-drilled for extension lips,
25mm and 50mm available
• FES 10M has door latch monitor

SECURITY TECHNOLOGY RELIABILITY

• ELECTROMAGNETIC
LOCKS

VE1260

• STRIKES
• DROP BOLTS
• ELECTRIC MORTICE
LOCKS

FEL990M

• 5 YEAR WARRANTY

Loktronic Limited Unit 7 19 Edwin Street Mt Eden Auckland
P O Box 8329 Symonds Street Auckland 1150 New Zealand
Ph 64 9 623 3919 Fax 64 9 623 3881 0800 FOR LOK
mail@loktronic.co.nz www.loktronic.co.nz

• High security, 1000 kg holding force,
35kg pre-load capability
• Accepts 12-30 VDC
• Door status & Lock status monitors
• Square & radius edge models
• Pre-taped glass door housing
available for radius edge version
• Special strike plate caters for up to
12mm door misalignment
•
•
•
•
•
•
•

Multi-functional and field changeable
Vestibule or combination
Fail Safe/Fail Secure
12/24 VDC
Left or Right hand
Key override
Monitors: Door, Lock, Key & REX

For expert advice and assistance with
your security locking needs, trust in
Loktronic, call us on 0800 367 565

21136

Your FSH Electric Locking
range includes…

